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IMPERATIVES OF INFORMATION PROTECTION 
IN THE STRUCTURE OF ECONOMIC SECURITY OF AN ENTERPRISE

Purpose. Construction of a multifactorial mathematical model of information protection based on the corre-
sponding properties of its components ‒ cyber immunities.

Methodology. In the process of research, the methodology of system-parametric modeling was applied when 
forming the parameters of the impact on the integral indicator ‒ information protection in the configuration of the 
security economic components of the enterprise. The principles of system research were used, namely, emergence, 
definition of the integral parameter. Accordingly, comparative analysis was used to determine the place and role of 
information protection in the security structure of the enterprise.

Findings. The main scientific and practical views on modeling the information protection at the enterprise as a 
component of its economic security are analyzed and researched. The possibility and feasibility of forming a general-
izing parameter, which is determined as a whole on components with corresponding properties with the correspond-
ing properties, are substantiated. It is determined that the general property of information protection is the degree of 
compliance of the parameters of local properties ‒ cyber immunities with their specified values.

Originality. The definition of “cyber immunity” as a fuse of information threats when determining information 
protection is proposed. A multifactorial mathematical model of the integral indicator of information security has been 
formed. Based on the optimization of the values of local cyber immunities, its corresponding cost has been minimized.

Practical value. The practice of applying the proposed methodology allows improving methods for combating in-
formation threats to the security component of an enterprise. Mathematical modeling of the integral parameter of 
cyber immunity ‒ information protection is aimed at building a multifactor model. Analysis of the model makes it 
possible to determine the property of integral cyber immunity as a set of properties of local cyber immunities. More-
over, there is a possibility of increasing the relevant structure in order to anticipate the emergence of new threats. The 
use of a static multiplicative structure of the mathematical model made it possible to implement these requirements. 
It can be assumed that the application of this approach will protect the economic security management of the enter-
prise from information threats.

Keywords: cyber immunity, multifactor mathematical model, information protection, economic security, optimization

Introduction. The modern world of digital technolo-
gies is steadily moving forward, bringing with it not only 
new opportunities, but also a number of challenges, in-
cluding the issue of information protection. The effec-
tive activity of an enterprise is based on the sustainable 
growth of the results of its activities. The external and 
internal environment affects its functioning. The impact 
is both negative and positive. The formation of a pro-
tected information space is one of the tasks of building 
the security component of an enterprise. Modern con-
ditions for the operation of manufacturing enterprises 
are characterized by the existence of a high probability 
of threats to economic security. Neutralization of threats 
to economic security or their elimination are moving 
from the direction of organizational, financial and cost 
measures that increase due to the dynamics of uncer-
tainty in the external environment to information 

threats. Modern scientific judgments regarding the defi-
nitions of economic security of an enterprise should take 
into account the expediency of including information 
protection in the security component. The presence of 
information protection in the structure of the security 
component of an enterprise provides a certain immunity 
from relations carrying different-level threats. Thus, 
there is an urgency to analyze the content of the concept 
of the category of cyber immunity in the structure of the 
security component of the enterprise. Cyber ​​immunity 
can be considered a component of an integral indica-
tor – information protection. The study of the enter-
prise as a system object, which has both internal and 
external threats, indicates their impact on economic se-
curity. In the context of modern information protection 
of the enterprise, it has become obvious that the ap-
proach, which is based exclusively on reactive measures, 
is no longer effective. It is necessary to move to active 
methods that will allow detecting and preventing threats 
at the early stages, rather than reacting to them after they 
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occur. The presence of cyber immunity will allow one to 
secure the corresponding local threats in the activities of 
the enterprise. Assuming that the economic security of 
the enterprise is a synthesis of the corresponding com-
ponents, then, accordingly, information protection 
should be synthesized by the corresponding compo-
nents. That is, we can consider cyber immunity as a 
thorough approach to information protection in the 
structure of the economic security of the enterprise. Us-
ing the components of information protection, namely 
the corresponding cyber immunity, there is an expedi-
ency in building a mathematical model of the process of 
implementing the information protection indicator, 
which can be considered integral cyber immunity. An 
approach to mathematical modeling of the formation of 
information protection is proposed by choosing a static 
multiplicative structure of the model with the subse-
quent identification of parameters. This allows adapting 
the model to real conditions. It is relevant and appropri-
ate to take into account the cost-target indicators of the 
properties of the components of information protection. 
The formed mathematical model allowed formulating 
an economic criterion for minimizing the costs of infor-
mation security at given values of the corresponding 
properties. The effectiveness of the proposed approach 
is argued using the example of using a two-factor math-
ematical model of a synthesized information security 
indicator. The modern world of digital technologies is 
steadily moving forward, bringing with it not only new 
opportunities, but also a number of challenges, among 
which the issue of information security is one of the 
most relevant.

Literature review. In general, solving cybersecurity 
problems at the state level is based on the relevant legis-
lative document [1]. The current conditions of the func-
tioning of enterprises affect the efficiency of their man-
agement. Threats that create a negative impact on the 
activities of the enterprise require their resolution. Mod-
ern conditions encourage solving a number of problems 
that directly affect the efficiency of the business process 
at the enterprise. Today, the issues of ensuring enter-
prise security are decisive. The importance of creating a 
safe future based on the concept of cyber immunity is 
growing due to the continuous development of informa-
tion threats. Thus, scientists Babichev A. V., Samoro-
dov B. V. investigate the problems of ensuring the secu-
rity component of the enterprise on the basis of the in-
formation component. Thus, scientists Babichev A. V., 
Samorodov B. V. investigate the problems of informa-
tion security. The authors identify information security 
components of the enterprise. Using CASE technolo-
gies, they analyze the information components of the 
security system [2]. The author, V. Hnatenko, proposes 
to systematically investigate information security as part 
of economic security. The scientist pays attention to the 
formation of the mutual influence of the information se-
curity space and the economic security of the state [3].

The issue of the role of information security in the 
overall financial and economic system of the relevant 
enterprise was analyzed in detail by the authors Mach-
ak  T., Dubina O. and Yurchenko S. The researchers 
have identified factors influencing the economic secu-
rity of an enterprise from the point of view of informa-
tion security [4]. Organizational issues regarding the 

protection of the information component of the enter-
prise were developed by scientist Zakharov O. The sci-
entist developed a model of complex information sup-
port, which has two components. The formed compo-
nents are aimed at the information protection of the 
economic security system of the enterprise [5]. One of 
the significant levers for protecting an enterprise is in-
surance in general and cyber insurance separately, noted 
by the authors Prykazyuk N. V., Gumenyuk L. S. They 
note that cyber insurance minimizes cyber risks [6]. In-
formation segmentation is considered relevant to attract 
investments in cybersecurity. Gordon A., Loeb P. and 
Zhou Lei base their conclusions on the use of the Gor-
don-Loeb model. The scientists prove the feasibility of 
such investment in order to prevent threats to the enter-
prise’s activities [7]. A number of authors study in detail 
the relationship between the cost indicators of informa-
tion security directly with the economic security of an 
enterprise. Thus, Nekhay V. A. and Nekhay V. V. ana-
lyzed in detail the possible risks to the information and 
communication system of the enterprise. In addition, 
the scientists investigated, with a certain circle of scien-
tists, the definition of the concept of “information secu-
rity” [8]. The study by Shashina M. V., Volodin V. V. is 
noteworthy. The authors have determined the place of 
the information component in the structure of the eco-
nomic security of the enterprise. The scientist has shown 
the relationship between the costs of the information 
security component of an enterprise and the level of its 
security. [9]. The most significant and detailed research 
should be considered the research by Chubaevsky V., 
Blakyta G., Bogma O., Shtuler I., Batrakova T. The sci-
entific research proposes the formation of a mathemati-
cal model and a corresponding algorithm. The authors 
offer a solution to the optimization problem regarding 
the balance of losses and costs for neutralizing informa-
tion threats. [10]. Puriy G. M. defines information as 
resource potential. The scientist studies information 
systems in the context of the competitiveness of the en-
terprise. The emphasis is on the ability of information 
systems to track the main indicators of the enterprise’s 
activity in real time [11]. The use of information re-
sources used in management processes is analyzed by 
scientists Onopko A.S. and Zhygalkevych Zh.M. The 
authors systematized existing software products at dif-
ferent stages of enterprise management. The feasibility 
of using modern software products is proven [12]. The 
author, Pankratova O., conducted research on the im-
pact of digitalization on enterprise performance indica-
tors. She noted a positive impact that allowed for sig-
nificant savings [13]. Currently, there is an opinion 
among the scientific community about the feasibility of 
rethinking the role of digitalization of society in general 
and in economic processes separately. Thus, Holoboro-
dko A. explores general methodological approaches to 
the digital economy as an economy as a whole. The au-
thor focuses on digital technologies. He proves that it is 
these technologies that are the basis of the development 
of society and innovations in the economy. The author 
emphasizes that the general digitalization of society, the 
expansion of the digital space has affected business pro-
cesses [14]. Scientists Puzenteilo P.R., Gumenyuk O.O. 
study the technological processes of the digital econo-
my. The authors focus on the transformation processes 
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that accompany the development of the national econo-
my on the basis of digitalization [15]. The author Berid-
ze T.M. investigated the information components in the 
strategic management system of the enterprise. The al-
gorithmic support of the information system of statisti-
cal monitoring and its adaptation to the enterprises of 
the mining complex are presented [16]. Scientists Pi-
letska S. T., Korytko T. Yu., Tkachenko E. V. compre-
hensively investigated the assessment of economic secu-
rity. The scientists proposed a model that took into ac-
count the main components that, in their opinion, re-
flect the security component [17]. The scientist Konkol-
ewsky, H. focuses on the issue of the digital economy 
and the future of social security. The author analyzes the 
challenges that the digital economy poses to the social 
security of citizens and institutions [18].

The practice of approaches to protecting the infor-
mation space abroad attracts attention. Thus, Estonia is 
known for its developed digital infrastructure and legis-
lative framework, which provides a high level of security 
for IT companies and their clients. In Estonia, consider-
able attention is paid to training citizens in the field of 
cybersecurity. Of course, a positive step would be to in-
troduce such experience at the national level.

Obviously, the modernization of the modern econ-
omy is the main prerequisite for reducing social risks 
and threats. Currently, there is a need to carefully 
study possible ways to transform economic processes 
by using new approaches. The issues of economic se-
curity of the enterprise remain relevant. The modern 
development of digitalization is characterized by the 
emergence of new threats to the effective functioning 
of enterprises. This encourages the scientific and prac-
tical environment to actualize the problems of building 
information protection for the activities of the enter-
prise. Without reducing the level of scientific research 
in this direction, it should be noted that the aspect of 
the value-target orientation of information protection 
in the structure of the economic security of the enter-
prise has not been sufficiently studied.

Unsolved aspects of the problem. The importance of 
building secure business processes based on the concept 
of information protection is growing due to the continu-
ous development of informatization threats. The multi-
faceted nature of research confirms the relevance of the 
issue. Numerous studies devoted to information protec-
tion in the field of economic processes investigate the 
impact of informatization on their respective compo-
nents. Modeling in the cost dimension of indicators re-
garding informatization danger and its elimination cur-
rently requires increased research among scientists. It is 
proposed to consider information protection as a set of 
relevant properties ‒ cyber immunities, and information 
protection itself as integral cyber immunity. Mathemati-
cal modeling of information protection as integral cyber 
immunity is proposed to be built taking into account the 
properties of local cyber immunities. The general prop-
erty of information protection is the degree of corre-
spondence of the parameters of local properties ‒ cyber 
immunities to their specified values.

Purpose. The aim of the article is to form a multifac-
torial mathematical model of information protection 
based on the corresponding properties of its compo-
nents – cyber immunity

Results. The multifactor model of information pro-
tection refers to the dependence F that connects the in-
formation protection P with its input (r1, …, rn) – the 
vector of local components of cyber immunity.

	 R = R(r1, r2, …, rn).	 (1)
It is clear that information protection is influenced 

by many factors. Moreover, the influence of factors is 
different in the “strength” of their action. Therefore, to 
form a multifactor mathematical model of information 
protection, it is necessary to determine the degree of in-
fluence of each local component.

Analysis of the multifactor model of information 
protection assumes analytical dependence of the values 
of local parameters. Thus, this gives grounds to define 
the formed model, which represents a multiplicative 
structure. Therefore, model (1) will be formed as follows

	
=

= ∏
1

.i

n
c

i
i

R r 	 (2)

The essence of the components c1, …, cn is not impor-
tant at this time, only the multiplicativeness of the struc-
ture is important. It is also necessary to analyze the 
properties of the specified structure of the model (2). Ac-
cording to the requirements, the following restrictions 
on the features of information protection must be met

	 0 ≤ R ≤ 1;  0 ≤ ri ≤ 1, (i = 1, 2, …, n).	 (3)
Moreover, let

	 ( )= =� .1, 1,2,...,ir i n 	 (4)

Then
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Taking into account (4) and according to (5), it fol-
lows that
	 R = 1.	 (6)

Considering (5 and 6), we have
	 k = 1.	 (7)

Considering (7), the multifactor information securi-
ty model (2) will be represented as

	 = ⋅ ⋅ ⋅1 2
1 2 .... nc c c

nR r r r 	 (8)
To determine the parameters c(i), it is advisable to find 

the logarithm of the analytical expression presented in (8)
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In the given analytical expression (9), we are looking 
for the derivative that is partial with respect to the vari-
able pi.
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Therefore, the analysis of formula (10) allows us to 
investigate the sensitivity of the information protection 
attribute R to the local component of cyber immunity.
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Therefore, we can determine how the value of the 
local component ri affects the value of the general prop-
erty R. It is necessary to realize that the corresponding 
constraint must be satisfied, that is
	 ci ≥ 0,  (i = 1, 2, …, n).	 (11)

Next, it is necessary to determine the parameters c_i 
of the multifactor model. That is, it is necessary to find 
the quantitative values of the vector 1 2( , ,..., ).nC c c c=

�
 

The information on the basis of which the correspond-
ing entity will be determined is the structure of <St> and 
the tracking of the behavior of the input component 

( )r t
�  and the output R(t) under current conditions. 

Therefore, we can write
	 I(t) = 〈r(t); R(t)〉.	 (12)

In general, we can consider it a source of informa-
tion for definition [16].

Observations of input r(t) and output R(t) data are 
determined at discrete points in time, so formula (12) 
can be written as

	 = =
� ; 1,2,..., ,,k kI r R k N  	  (13)

where k is discrete moments of time tk. The value of k 
determines the time of recording the components ( )p t

�  
and R(t). So we have =

� ( );k kr r t  Pk = R(tk). Thus, we can 
state that the initial data required for the calculation are 
represented by the corresponding pair
	 〈St, I〉,	 (14)
that is, the presented pair determines the structure of 
the multifactor model (8) and the corresponding obser-
vations are specified in (13).

Thus, to determine the components of model (8), it 
is necessary to determine the components 

= …
�

1 2( , , , )nC c c c  based on data (13), i.e.

	 =
�

( , ),C f St I 	 (15)
where f is the algorithm that determines the direction of 
searching for the parameters of the vector 

=
�

1 2( , ,..., )nC c c c  with known St and I. Such an algo-
rithm is called non-adaptive. Using all the information, 
it immediately calculates the necessary parameters 

=
�

1 2( , ,..., ).nC c c c  That is, there is no need for gradual 
refinements in the calculation process.

Model (8) is statistical. Therefore, to determine the 
model parameters, it is advisable to use an identification 
algorithm that does not change the internal structure, 
that is, non-adaptive. According to the specified non-
adaptive algorithm, it is necessary to use the data ob-
tained from the relation (13) and substitute it into the 
analytical expression (8). Thus, we form a system that 
contains N equations and n unknowns.
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It is clear that in this case it is necessary to fulfill the 
condition N ≥ n.

Thus, the solution of the non-adaptive identification 
problem (10) will be based on the solution of the system 
of linear equations (16). Note that model (10) is static. 

These problems are based on the solution of a system of 
equations containing a transcendental function, which 
is also non-uniform. First, the sum of squares of the 
residues is created according to each equation of the sys-
tem. Then the total function of the residues is represent-
ed by each of the equations. Then the general function 
of the residues is represented by each of the equations
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In the case when the right-hand side is equal to the 
left-hand side of system (16), function (17) will be equal 
to zero and will be greater than zero. Accordingly, the 
proximity of the right and left-hand sides of the system 
reduces the value of (17). Thus, we can find the corre-
sponding values of system (16). These parameter values 
are considered as solutions of system (16).

	 * * *=
�

…*
1 2( , , , ).nC c c c 	 (18)

The specified values of the exponent provide the 
minimum of the function (17). Thus, we have

* * * =… …
1 2
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n
n nc c c

F c c c F c c c

The application of function (17) to solve function 
(16) causes certain difficulties. To solve this problem, it 
is worth using the appropriate transformation. Such a 
transformation should replace the multiplication opera-
tion with the addition operation.

Replacing such a transformation should not affect the 
result of minimizing function (17). Therefore, formula 
(8) will look as follows (9). Further calculations should be 
carried out taking into account the following notations

	 ln R = y;  ln ri = xi.	 (19)
Taking into account the relation (19), gives grounds 

to define (9) as

	
=

= ⋅∑
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.
n

i i
i
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Note that the function of the obtained sums (20) is 
linear with respect to the components с1, с2, …, сn.

Taking into account the presented transformations, 
the defined function (17) can be formed as
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The approximation of the solution of a system of lin-
ear equations, with a defined linearity, allows us to apply 
this to solving the problem of minimizing the function 
(21). Thus, we can solve the minimization problem (21), 
which is based on the simplified form of the function (20).

The solution of such a problem involves the use of 
finding partial derivatives. To check the existence of an 
extremum, it is necessary to equate the partial deriva-
tives of the function (21) to zero.

Therefore, we obtain

= =
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Let us analyze the obtained result for linearity. Note 
that the function of the obtained sums (20) is linear 
with respect to the components с1, с2, …, сn. In turn, 
(21) is a quadratic function. That is, the specified trans-
formation gives grounds to assert that (22) is also a lin-
ear system of equations. This is confirmed by the result 
of calculating the partial derivative in (22), respectively, 
we obtain

= = =
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The resulting system (23) meets the linearity require-
ments according to the identification parameters с1, 
с2, …, сn
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which is solved by standard methods.
Thus, the parameter values (23) minimize the resid-

ual function (21), i.e.

× × ×… =
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n nc c c
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Thus, the multifactor mathematical model of infor-
mation protection according to (8) and (21) will take the 
form

	
× ×
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1 . ... nc c

m nR r r 	 (25)

According to the mathematical model (25), it is ad-
visable to proceed to the cost estimation of the values of 
local properties that minimize the total cost of infor-
mation protection. Mathematically, this can be written 
as the minimization of the linear combination of the 
values of local cyberimmunity components in a col-
lapsed form
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where is the cost of local cyber immunities, (i = 1, 2, …, n),
Thus, the optimization problem is to find the mini-

mum of function (26) under the condition of invariance 
of quantity (25), i.e.
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To solve this problem, we will use the Lagrange 
method. In general, the analytical solution has the fol-
lowing form
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According to (27), the minimum cost of information 
protection is written as

=

= ⋅∑ ,
1

min .
I

k k opt
k

S s r

Let us consider the construction of a multifactor 
model of information protection using the example of 
two factors.

Let two parameters of local components – cyber im-
munities of information protection be selected: software 
(SW), technical devices (TD). The property of local cy-
ber immunity – SW is defined as, r1 the property of local 
cyberimmunity – TD – r2. Then the multifactor model 
according to the general property of information protec-
tion will be written in the form

	 = ⋅1 2
1 2 .c cR r r 	 (28)

To apply model (28), i.e. to determine and further 
investigate the unknown parameters c1, c2, it is neces-
sary to rely on statistical data on the parameters present-
ed in model (28). According to the table, the first three 
columns correspond to the initial information on the 
parameters of information protection and the compo-
nents of local components (cyber immunities): software 
and hardware. The corresponding logarithmic transfor-
mations of the original data allowed us to form a math-
ematical model in the following form

y = c1 ⋅ x1 + c2 ⋅ x2,
where y = ln P, x1 = ln p1, x2 = ln p2.

Taking into account the appropriate transforma-
tions, we can write the complete residue function as

=

= ⋅ + ⋅ -∑
10

2
1 2 1 1, 2 2,

1
.( , ) ( )k k k

k
S c c c x c x y

Determining the minimization conditions is the ba-
sis for forming the corresponding system of linear alge-
braic equations. This system contains two c1, c2.

Using the initial information presented in the table 
and the corresponding calculations, we obtain the fol-
lowing result

ym = 0.717 ⋅ x1 + 0.465 ⋅ x2.
The use of logarithms in calculations allows us to ob-

tain the following result
	 0.717 0.465

1 2 .mR r r= ⋅ 	 (30)
Fig. 1 shows graphs of actual values of the informa-

tion protection indicator calculated using the mathe-
matical model (30).

The comparison of the graphs shown in Fig. 1 shows 
that they are quite close. Moreover, the calculated pair-
wise correlation coefficient is

= 0.867.
mRRr

According to Chaddock’s qualitative scale, the in-
equality is satisfied within [19]
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< <0.7 0.9,
mRRr

we can note that there is a “high” relationship between 
the variables.

Thus, we can note that formula (30) meets the re-
quirements for the formation of a two-factor mathemat-
ical model. It contains the appropriate components and 
allows us to determine quantitative parameters regard-
ing information security protection.

The function that determines the cost of information 
protection relative to the corresponding values of the lo-
cal components of the cyberimmunities of software and 
hardware has the form

	 S = s1 ⋅ r1 + s2 ⋅ r2,	 (31)
where S is the cost of information protection; s1, s2 are 
the specific costs of local components: software and 
hardware.

The task of optimizing the two-factor model is to 
minimize the cost of integral cyber immunity, i.e.

= ⋅ + ⋅ →
1 2

1 1 2 2 ,
;min

p p
S s r s r

= =1 2
1 2 const.c cR r r

The cost of integral cyber immunity will be deter-
mined as a function of one variable, namely, the local 
cyber immunity of the software.

 
= +   

 

2

1

1

1 1 2
1

,
c

c

rS s r s
r

or

	
-

= +
1

22

1

1 1 1 2 1 .( )
c
ccS r s r s R r 	 (32)

The minimum value of the integral cost indicator of 
cyberimmunity, represented by (32), is solved analyti-
cally. To find the minimum value of the integral cost in-
dicator of cyberimmunity, we will use the necessary 
condition [20].

We determine the minimum value of the integral cost 
of cyber immunity by the corresponding analytical relation

	

+
α-

-+
α-

 
= +  

 

 
  

+      
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1 2

2

1

1 2

2

1
1 2 2

min
2 1

2
1 1

1 22 2
2

2 1

1

.

c c

c

c
c c c

c c

s c
S S R

s c

s c
S R R

s c

	 (33)

It should be noted that the properties of local cyber 
immunities must be in the interval [0;1], i.e. satisfy the 
constraints

0 ≤ r ≤ 1.
Thus, the condition must be fulfilled

	
+ 

 = ≤
 
 

2

1 2

2

1
2 1

1,
1 2

1.

c
c c

c
opt

s c
r R

s c
	 (34)

Condition (34) imposes a restriction on the ratio of 
eigenvalues. Indeed, for the property p1,opt there must be

	
+ - 

  ≤ ≤ ≤
 
 

2

1 2

2 2 2

1 1 1
2 1 2 1 2 2

1 2 1 2 1 1
.1; 1;

c
c c

c c cs c s c s c
R R P

s c s c s c
	 (35)

Similarly, for the property p2,opt

	
-
+≤ 1 2

1
2 2

1 1
.c cs c

R
s c

	 (36)

We assume the following parameter values
	 R = 0.9;  s1 = 1;  s2 = 1.5.	 (37)

We check inequality according to the data

Table
Information about the identification of the two-factor information protection model

 No. R r1 r2 y x1 x2 Rm

1 0.9 0.86 0.95 -0.1054 -0.1508 -0.0513 0.8989 
2 0.86 0.87 0.85 -0.1508 -0.1393 -0.1625 0.8353 
3 0.85 0.91 0.89 -0.1625 -0.0943 -0.1165 0.8812 
4 0.89 0.95 0.87 -0.1165 -0.0513 -0.1393 0.8847 
5 0.91 0.96 0.91 -0.0943 -0.0408 -0.0943 0.9178 
6 0.93 0.95 0.95 -0.0726 -0.0513 -0.0513 0.9416 
7 0.9 0.93 0.92 -0.1054 -0.0726 -0.0834 0.9113 
8 0.89 0.91 0.91 -0.1165 -0.0943 -0.0943 0.8952 
9 0.9 0.92 0.89 -0.1054 -0.0834 -0.1165 0.8857 
10 0.91 0.98 0.89 -0.0943 -0.0202 -0.1165 0.9122 

Fig. 1. Graphs of real values of information protection in-
dicators and those calculated using the model (30)
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Мета. Побудова багатофакторної математичної 
моделі інформаційного захисту за відповідними 
властивостями її складових – кіберімунітетів.

Методика. У процесі дослідження застосована 
методологія системно-параметричного моделю-
вання при формуванні параметрів впливу на інте-
гральний показник ‒ інформаційний захист 
у структурі економічної безпеки підприємства. Ви-
користані принципи системного дослідження, 

-
= = =

1 1
1 1 12 1

2 2 2
0.568; 0.825; 0.666,c c

c c s
R R

c c s

that is, the inequality is satisfied.
Next, we calculate the optimal values of the local 

components of the informatization of Noah’s software 
and TP according to
	 r1opt = 0.908;  r2opt = 0.9018.	 (38)

In this case, the minimum cost according to (33) was
	 Smin = 2.28636.	 (39)

Thus, it is established that for the given values of pa-
rameters (37) using the mathematical model (33), the 
minimum cost of integral informatization of Noah is the 
value (39).

Of course, if conditions (35) or (36) were not met, it 
would be necessary to change the ratio of specific values.

Conclusions. In the conditions of rapid growth and 
implementation of IT technologies, the issue of com-
prehensive protection of the obtained results arises with 
all its acuteness. Taking into account that the action of 
viruses that destroy the functioning of digital systems is 
complex in nature, that is, it affects all systems, a new 
concept appears that has a biological basis ‒ cyber im-
munity. At the same time, information protection natu-
rally means integral (total) protection from local nega-
tive influences. Therefore, it is necessary to improve the 
methods for combating information threats. Therefore, 
mathematical modeling of integral cyber immunity ‒in-
formation protection was aimed at building such a mod-
el, with the help of which it is possible to determine the 
property of integral cyber immunity as a set of properties 
of local cyber immunities. Moreover, there is a possibil-
ity of increasing the corresponding structure in order to 
take into account the emergence of new threats. The use 
of a static multiplicative structure of the mathematical 
model made it possible to implement these require-
ments. Based on the multifactor model of the integral 
indicator of information protection, its corresponding 
value was minimized based on the optimization of the 
values of local cyber immunities. Its parameters were 
identified in accordance with the given statistical mate-
rial. Numerical calculations confirmed the obtained re-
sult regarding the reduction of the cost of information 
protection ‒ integral cyber immunity.
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а саме емерджентності, формування інтегрального 
показника. Відповідно використана методика по-
рівняльного аналізу при визначені місця й ролі 
у структурі економічної безпеки підприємства.

Результати. Проаналізовані й досліджені осно-
вні підходи до формування інформаційного захис-
ту на підприємстві як складової його економічної 
безпеки. Обґрунтовані можливість і доцільність 
формування інтегрального показника, що форму-
ється на основі складових із відповідними власти-
востями. Визначено, що загальна властивість ін-
формаційного захисту – ступінь відповідності па-
раметрів локальних властивостей-кіберімунітетів їх 
заданим значенням.

Наукова новизна. Запропонована дефініція «кі-
берімунітет» як запобіжник інформаційних загроз 
при визначенні інформаційного захисту. Сформо-
вана багатофакторна математична модель інтеграль-
ного показника інформаційного захисту, проведена 
мінімізація його відповідної вартості на основі опти-
мізації величин локальних кіберімунітетів.

Практична значимість. Практика застосування 

запропонованої методики дозволяє удосконалити 
методи боротьби з інформаційними загрозами 
щодо безпекової складової підприємства. Матема-
тичне моделювання інтегрального показника кібе-
рімунітету – інформаційного захисту спрямоване 
на побудову такої моделі, на засадах якої можна ви-
значити властивість інтегрального кіберімунітету 
як сукупності властивостей локальних кіберімуні-
тетів. Існує можливість нарощувати відповідні 
складові структури з метою урахування появи но-
вих загроз. Застосування статичної мультипліка-
тивної структури математичної моделі дало змогу 
реалізувати відповідні можливості. Вбачається, що 
застосування такого підходу дозволить убезпечити 
управління економічною безпекою підприємства 
від інформаційних загроз.

Ключові слова: кіберімунітет, багатофакторна 
математична модель, інформаційний захист, еконо-
мічна безпека, оптимізація
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