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ORGANIZATIONAL AND LEGAL PRINCIPLES OF INFORMATION SECURITY 
OF ENTERPRISES IN THE CONDITIONS OF MARTIAL LAW IN UKRAINE

Purpose. To investigate the peculiarities of organizational and legal provision of information security (IS) in the conditions of 
martial law (ML). To propose changes to legislative provisions to improve legal regulation in this area. To develop systematic mea-
sures to balance the rights and obligations of individuals and legal entities in the field of IS in the conditions of ML.

Methodology. The general scientific and special legal methods of cognition are used: hermeneutic method allowed us to sub-
stantiate expansion of IS field; content analysis – to determine organizational principles of IS of enterprises in conditions of ML; 
structural and legal – to propose indicator conditions for legal norms; special-legal – to propose system of local regulatory acts for 
the legal provision of IS; comparative legal – to propose special legal regime for IS of enterprises.

Findings. It is indicated that during the state of war, the IS field of enterprise expands significantly and becomes an element of 
the national security system. The peculiarities of organizational and legal support and the basic organizational principles of IS of 
enterprises in the conditions of ML are determined. It is proposed to introduce a special legal regime for implementation of IS of 
enterprises in conditions of ML and use of the state’s capabilities in this area under specified legal regime. Amendments to the 
articles of Special Part of Code of Ukraine on administrative offenses are proposed for effective regulatory support of the special 
legal regime for implementation of IS of enterprises

Originality. A legal tool is proposed to limit dissemination of information about a company’s activities – the introduction of 
local law documents to classify information about the company’s activities during ML into category “with limited access”. Indica-
tor conditions and additions to legislative norms are proposed.

Practical value. The developed proposals, indicator conditions and additions to legislative norms will contribute to strengthen-
ing the IS of enterprises.
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Introduction. A significant level of threats to the business 
and production activities of enterprises and, most importantly, 
the need to organize their uninterrupted functioning in condi-
tions of martial law to fulfill urgent tasks of the economy, sup-
ply products to the troops and ensure the livelihood of the 
country’s population require appropriate organizational and 
legal tools for the implementation of information security sys-
tems of enterprises.

In peacetime, the organizational and legal measures of in-
formation security of enterprises were mainly intended to 
counter industrial espionage and cyber-crime, but the war be-
gan to demand a fight against the aggressor’s information forc-
es, to counter subversive and terrorist threats. At the same 
time, the effectiveness of enterprise management actions in 
this area is reduced due, in particular, to the complexity of the 
legal structure of enterprise information security. The speci-
fied complexity is caused, in particular, by a significant num-
ber of subjects of economic, social, and legal relations in this 
sphere, which increases significantly under conditions of war, 
by the fact that the differentiation of subjects of social and eco-
nomic relations in the information field is not sufficiently tak-
en into account in the regulatory and legal field of Ukraine, the 
legal norms of direct action regarding the information security 
of legal entities, enterprises, and organizations are not suffi-
ciently applied.

The above, in particular, leads to an insufficient provision 
of the balance of rights, obligations, and interests of the parties 
of social relations in the information sphere, and also creates 
gaps in the protection of national security, since the issues of 

information security of the enterprise under the conditions of 
military age intersect with issues of national security, espe-
cially if the specified enterprise is important for the economy 
and defense of the country and/or has a wide range of eco-
nomic and social ties.

The above determines the urgency of researching the pe-
culiarities of the organizational and legal provision of informa-
tion security in the conditions of martial law and the develop-
ment of proposals for the improvement of this area.

Literature review. The wide range of information security 
problems is evidenced by the number of aspects to which sci-
entists who have devoted their research to this issue pay at-
tention. The specifics of the organization of the basis of in-
formation security are determined by the tasks that must be 
solved by the information security of the enterprise. Thus, in 
the article by Yepifanova, et al. [1] the goal of information 
security is economic security. At the same time, Yepifanova, 
et al. [1] indicated the complex nature of threats caused by 
the state of war, which include “financial, legal, informa-
tional, technological” aspects, but information security is 
interpreted only as security of information- in accordance 
with the current regulatory acts on the factors of “availabili-
ty, integrity, confidentiality” [1]. Perun [2] analyzed the 
state of “administrative and legal provision of information 
security of business entities” and proposed improvements to 
the legal basis for preserving commercial secrets, for which, 
in particular, it is proposed to conclude an addendum to the 
employment contract with the employee – a “non-disclo-
sure agreement”. It is noted that in the legal field there is 
“insufficient determination of the concept of “business in-
formation security”, which increases the level of threats in 
the information war.
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Bodunova’s article [3] is devoted to the legal principles of 
combating cybercrime and it is determined that a significant 
gap in the regulatory and legal field of Ukraine in the condi-
tions of a hybrid war is that it lacks a separate legal act dedi-
cated to crimes in the IT sphere. The need for legal formation 
of factors for preventing threats in the specified area is also 
indicated.

Kovaliv, et al. [4] study the theoretical and legal founda-
tions of the legal provision of cyber security. A systematic ap-
proach to the specified problem was applied, in particular, 
with an expanded interpretation of the concept of “critical in-
formation infrastructure of Ukraine” which includes “natural 
and legal entities” that form the “process of information rela-
tions”. The need to identify the objects of this structure, their 
information audit to solve the security problems of these ob-
jects is indicated. The thesis that information security is more 
reliable under the conditions of integrated confrontation using 
state capabilities is developed in the presented article.

Borsukovskyi [5] “formulated basic requirements for the 
formation of the concept of information security in conditions 
of hybrid threats”. These requirements determine the pecu-
liarities of the organizational and legal regulation of informa-
tion security under martial law. The main requirement is the 
promotion of flexible preventive measures in the specified area 
and the formation of an information security strategy in condi-
tions of hybrid threats in order to ensure the effectiveness of 
the functioning of security systems. Borsukovskyi [5] indicates 
that information security measures of enterprises in the condi-
tions of increased threats should not be financed by a left-over 
principle The lack of enterprise resources for the organization 
of information security is considered in the presented article.

Lutsenko, et al. [6] investigated the issue of criminal law 
enforcement of information security during armed aggression. 
It is indicated that “along with the strengthening of criminal 
law protection of the information sphere, the need to improve 
those normative acts containing blanket norms that define the 
subject of criminal offenses in the information sphere has in-
creased”. The need for codification of information legislation 
is also indicated. Ways to solve these problems are researched 
in the presented article.

Skochylias-Pavliv [7] analyzed the challenges to various 
aspects of information security in the conditions of martial 
law, in particular, pointed out new threats to the “industrial 
sphere” in view of the fact that “the need for constant updating 
of information security systems” is indicated. Issues of opera-
tional adaptation of organizational and legal conditions of in-
formation security, which were emphasized by Skochylias-
Pavliv [7], are investigated in the presented article.

Lehominova, et al. [8] indicated the need for “special legal 
mechanisms in the conditions of hybrid war” which should 
“be aimed at preventing and countering the use of information 
technologies to carry out aggression, as well as at protection 
against new forms of threats to information security. Such 
mechanisms must be dynamic, i.e. quickly adapt to changing 
conditions and threats”. This approach is expanded in the pre-
sented article.

In the article by Nashynets-Naumova [9], the world expe-
rience of “legislative regulation of confidential information 
regimes” is analyzed. Nashynets-Naumova [9] considers the 
EU’s experience in this field to be “the most promising”. It is 
also noted that in Ukrainian law “processes of unification ... 
only partially affect the category of confidential information”. 
This issue is investigated in the presented article for the legal 
provision of information security.

Pravdiuk [10] points out that the legal and organizational 
foundations of information security in the conditions of war 
are much broader than the technical and technological aspects 
of the protection of enterprises, organizations, and the coun-
try. The urgent need for “the creation of a comprehensive sys-
tem for ensuring cyber security and information security” is 
indicated. It is noted that legislators should act in advance and 

respond promptly to dynamic changes in the field of informa-
tion security.

In the article by Moroz [11], it is indicated that a compre-
hensive normative regulation of administrative legislation in 
the field of information security is needed through the intro-
duction of a special normative legal act. The need for constant 
monitoring of the compliance of the legal framework of infor-
mation security with threats under martial law is indicated.

Sopilko [12] pointed out that “during external threats, espe-
cially information war … enterprises and organizations need to 
develop and implement special policies and procedures for han-
dling information resources”, establish organizational “rules of 
operation in the company’s information system”. It is also noted 
that information threats “can cause irreparable damage … not 
only to an individual enterprise, but also to entire structures”. 
The specified provisions, in particular, regarding the expansion 
of information security measures beyond the boundaries of a 
separate enterprise, are used in the presented study.

Zakharenko [13] points to the uncertainty of the concept 
of “information security” due to its multifunctionality and 
structural complexity, although the need for changes in the 
regulatory legal field in this area is indicated at the legislative 
level. Therefore, according to Zakharenko [13], nowadays 
there is a need to introduce a codification legal act that would 
regulate information security issues.

A review of literary sources shows that due to the signifi-
cant increase in the level of threats to information security un-
der martial law, organizational and legal support in this area 
needs improvement, and the organizational and legal princi-
ples of information security of enterprises under martial law 
must be defined.

Purpose. To investigate the peculiarities of organizational 
and legal provision of information security in the conditions of 
martial law. To propose changes to legislative provisions to im-
prove legal regulation in this area. To develop systematic mea-
sures to balance the rights and obligations of individuals and 
legal entities in the field of information security in the condi-
tions of martial law.

Methods. When performing scientific research, general 
scientific and special legal methods of cognition are applied.

By using the hermeneutic method, the need to expand the 
field of information security of the enterprise in the conditions 
of war is substantiated.

The method of content analysis made it possible to deter-
mine the main organizational principles of information secu-
rity of enterprises in the conditions of martial law.

Structural-legal and formal-logical methods made it pos-
sible to analyze approaches to the phenomenon of information 
security and to propose indicator conditions and additions to 
legal norms in this area.

The application of the formal legal method made it possi-
ble to establish the need to apply the norms of the Criminal 
Code of Ukraine for the legal assessment of the dissemination 
of information due to the failure to take appropriate measures 
to protect it.

The special legal method made it possible to establish that 
for the legal provision of information security, enterprises 
should use a coordinated system of local regulatory acts.

The comparative legal method made it possible to assess 
the need for a special legal regime for the implementation of 
information security of enterprises and to propose changes to 
the articles of the Special Part of the Code of Ukraine on ad-
ministrative offenses for this purpose.

Results. Information security is a set of organizational, 
technical and legal measures aimed at protecting vital infor-
mation. Ensuring the information security of the enterprise is 
a purposeful organizational activity using legal, organizational 
and technical tools to protect the information environment for 
the purpose of sustainable functioning of the enterprise. The 
object of information security is information, information in-
frastructure and actions of subjects related to information.
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Organizational and legal principles of information security 
of enterprises are formed by regulatory and legal acts regulat-
ing the business and production activities of enterprises and 
corporations related to the processing, collection, transmis-
sion and/or use of information. Accordingly, economic, social 
and other relations that accompany actions with information, 
primarily confidential information and information with lim-
ited access, become the object of legal regulation.

Subjects of legal regulation in the field of “enterprise infor-
mation security” are natural and/or legal entities, society and 
the state.

In view of the above, “enterprise information security” as 
a legal category is much broader than its traditional attribution 
to issues exclusively related to information technologies. This 
is also evidenced by the conclusions of other scientists’ re-
search in this field. In particular, Koterlin [14] indicated that 
an effective system of information security should be based on: 
technical, political, legal (“formulation of all related elements 
into high-quality regulatory and legal acts” [14]) components.

This category is related to the restriction of information 
actions in an illegal manner, the consequences of which may 
be damage to the property interests or safety of a person, en-
terprise, organization, society, state. Therefore, the following 
definition is proposed for use in the regulatory and legal field: 
“Information security of the enterprise, as a legal category, is a 
set of corporate, economic and social relations that are imple-
mented in the regulatory and legal field of Ukraine and are 
aimed at countering threats to the sustainable functioning of 
the information environment of the enterprise”.

If in peacetime the legal principles of information security 
should provide, first of all, motivational and social control 
functions to prevent the subjects of social, economic and legal 
relations in this area from going beyond the legal field, then 
under conditions of martial law they should be aimed at neu-
tralization targeted threats to the information infrastructure 
and ensuring reliable management of the enterprise.

In the conditions of war, any information about the com-
pany’s activities using modern methods of integrated data can 
give the interested party the opportunity to disorganize work, 
destroy means and supply networks, acquire information 
about the location of those to whom the company’s products 
are intended, especially if it concerns military units [15]. At the 
same time, attempts to differentiate enterprises into those re-
lated to critical infrastructure and those not related to it are 
artificial. References to forms of ownership or industry affilia-
tion of enterprises in this case are not substantiated, since, in 
particular, according to clause 25, Part 2, Article 15 of the Law 
of Ukraine No. 389-VIII “On the Legal Regime of Martial 
Law” (as amended from 12.07.2022) the duties of “production 
and supply to the military ... of ordered products, services, en-
ergy resources” can be assigned by military administrations 
even to “nterprises and organizations , which are in communal 
ownership”. Military administrations according to item 42, 
Part 2, Article 15 of the Law of Ukraine No. 389-VIII may 
involve the involvement of legal entities that are not even com-
munally owned by the respective territorial communities, to 
meet the urgent needs of the population, primarily in transport 
and communication. That is, according to the specified legal 
norms, enterprises and organizations of any form of ownership 
or industry affiliation under certain circumstances can be clas-
sified as “critical infrastructure” and, accordingly, they can 
become targets for an aggressor in a hybrid war.

Traditional organizational approaches to the implementa-
tion of information security measures, which were used by en-
terprises in peacetime, are insufficient in wartime and do not 
correspond to the new level, new directions of threats [15]. In 
particular, the concept of information systems for industrial 
purposes requires an expanded interpretation due to the lack 
of legal norms, according to which the specified systems are 
clearly separated. Such new directions of threats as informa-
tional and psychological [16] also need to be countered, when 

through the use of informational (primarily informational and 
communicative) means, the enemy disorients and demotivates 
the personnel of the enterprise and/or its suppliers, contrac-
tors, etc.

Under conditions of military operations, enterprises use 
various methods for reducing the level of threats, in particular, 
resort to relocation, use workplaces with remote access, etc. 
The relocation of the enterprise leads to a significant change in 
logistical connections, which, in turn, results in the need for a 
significant change in the organizational and legal provision of 
information security. The wartime expansion of remote access 
workplaces also increases the vulnerability of enterprise infor-
mation flows. This, accordingly, forms the peculiarities of the 
organization of information security in the conditions of mar-
tial law, and determines the need for changes in the organiza-
tional and legal protection of the specified vulnerable places.

The above also shows that the conditions of military op-
erations lead to the need for a radical revision of approaches to 
the formation of information security of the enterprise. This is 
primarily due to the fact that the informational aspect of hy-
brid warfare allows the aggressor to choose a wide range of di-
rections and objects for attack. The reasons for which the in-
formation space of a particular enterprise is attacked can be 
very different. In a state of war, an enterprise may be affected 
by a threat even if it is not a direct target of the aggressor’s in-
formation, sabotage, or espionage units. For example, an at-
tack can be aimed at a wide range of legal entities, which in-
cludes the threatened enterprise. The object that is in econom-
ic, social, informational relations with the enterprise affected 
by the attack can also be attacked. Damage to the enterprise 
can also be a consequence of the use by its divisions of means 
or channels of information transmission, information resourc-
es that have been attacked. This enterprise may be included in 
the circle of enterprises that are suppliers of military units 
whose location the information forces of the aggressor want to 
discover.

Moreover, the enterprise may not be attacked itself, but 
may cause a threat due to improper use of organizational, 
technological and other mechanisms of information security. 
In particular, Arkhypov, et al. [17] indicate that for effective 
information security of the enterprise, it is necessary to “ana-
lyze all possible information threats to the business”, includ-
ing in the absence of their direct impact on the information 
system of the enterprise.

The above also shows that the information security of any 
enterprise in the conditions of war should be interpreted more 
broadly, taking into account the need to form the security of 
society and the state [18], and, accordingly, needs organiza-
tional and legal support.

This leads to the fact that, under the conditions of martial 
law, organizational information security measures of the en-
terprise should include the following directions:

- the enterprise must implement a systematic identifica-
tion, isolation and, if possible, avoidance of activities not de-
termined by production necessity, which contribute to the in-
fluence of external or internal threats;

- the enterprise’s organizational efforts regarding the for-
mation of information security measures must be involved in 
all implemented areas of activity;

- the information security system, unlike in peacetime, 
must protect not only the organizational and inter-structural 
connections of the enterprise itself, but also cover its external 
connections.

For this purpose, the following organizational principles 
of information security of enterprises in the conditions of mar-
tial law should be implemented:

- the need for an operational and dynamic change of the 
enterprise’s information security system in view of the dynam-
ic change in threats;

- continuity of organizational activities of the management 
and authorized persons to improve the information security of 
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the enterprise, given that in the conditions of war, the means 
and tools of targeted malicious activity of the aggressor are 
constantly being improved;

- the need, due to the multiplicative nature of the influence 
of military threats, to form communication links between differ-
ent areas of information security for their mutual coordination;

- permanent monitoring of the information environment, 
identification of likely directions of information leakage for the 
formation of information security mechanisms and imple-
mentation of effective methods, ways, and protection tools;

- avoiding the protection of only the weak points of the 
information environment and the use of a complex system ap-
proach in information security, implementation of a unified 
information protection strategy;

- introduction of information security measures in all con-
necting links with the external environment – counterparties, 
suppliers, consumers, even for the use of own company’s re-
sources for this on a contractual basis;

- implementation of the unity of employees and manage-
ment in the formation of information security of the enterprise.

From these circumstances, the possibility of complex ap-
plication of threats to information security with a military pur-
pose requires special attention, since in the conditions of a 
hybrid war, information becomes a means of conducting hos-
tilities to inflict maximum damage on the enemy in all possible 
directions. The primary targets of attack are enterprises whose 
products are supplied to the army or, as it can be seen from the 
targets chosen for missile and bomb attacks, enterprises that 
are important for the livelihood of the population. For these 
enterprises, the organizational and legal principles of informa-
tion security in the conditions of martial law have their own 
characteristics.

A stricter attitude to the dissemination of information that 
may be of value to the enemy by all subjects of information 
relations is the first of these peculiarities. Dissemination of 
such information in conditions of martial law is subject to the 
application of Article 1142, item 2, Section 1 of the Special Part 
of the Criminal Code (CC) of Ukraine. Therefore, when orga-
nizing the information security system, responsible persons of 
enterprises and corporations should also take into account the 
fact that the specified Article of the Criminal Code of Ukraine 
does not have restrictions on unintentional dissemination of 
information, dissemination of information due to failure to 
take appropriate measures to protect it, etc.

At the same time, the effect of legal norms regarding the 
responsibility of subjects entrusted with the responsibility of 
ensuring the information security of the enterprise should ex-
tend only to the horizon of their managerial influence. For this 
purpose, the norms of direct action must be introduced, which 
is especially important during martial law.

This also requires proper coordination of legal issues in the 
specified area, introduction of additions and indicator condi-
tions to the current legislative norms. It takes time to complete 
all legislative procedures, which is unacceptable due to the dy-
namic change of threats and the rapidity of changing tactics by 
the aggressor. Therefore, for the effectiveness of organizational 
actions to ensure information security, it is proposed to use a 
coordinated system of local regulatory acts of enterprises.

The need for proper coordination of the specified system is 
due to the fact that organizational tools and security measures 
must take into account the differences between military, eco-
nomic, technological, cyber threats, etc. and the dynamic na-
ture of threats, which requires prompt changes to the set of 
local regulations.

When forming a system of local regulatory acts regarding 
the protection of enterprise management information, it is 
also necessary to take into account the fact that information 
security, as a component, includes information security, or, in 
an even narrower interpretation, “data protection”. Then, for 
such aspects of the organization of information security as 
technical, technological, cyber security, local normative acts 

of enterprises should be based on international ISO/IEC stan-
dards for information security management. These documents 
include international standards: ISO/IEC 17799:2005; ISO/
IEC 27000; ISO/IEC 27001; ISO/IEC 17799:2005 ISO/IEC.

The State Standard of Ukraine DSTU ISO/IEC 27001 de-
clares an important characteristic of “Information Security” – 
its variability over time depending on the value in a specific 
period of the main properties of information “confidentiality, 
reliability, non-failure, reliability”, etc. and the level of influ-
ence and number of external and internal threats.

We should also note that the State Standard of Ukraine 
DSTU ISO/IEC 17799:2005 provides for protection “against 
a wide range of threats”, i.e. not only technical, technological 
or cyber threats.

This substantiates the legal possibility of applying the ISO/
IEC 27001 standard in the condition of military risks, which, 
in turn, makes it possible to evaluate the effectiveness of orga-
nizational measures of information security according to the 
methodology of the mentioned standard. For this, in accor-
dance with the specified standard, it is necessary to assess the 
direction and dynamics of threats. The criterion for such an 
assessment according to the DSTU ISO/IEC 27001 standard 
is the security risks of the enterprise, which are comparable to 
the possible damage which will occur upon the realization of 
one of the specified threats or their combination. This also al-
lows moving from the assessment of damage to the informa-
tion itself according to Shannon’s well-known approach to 
social, economic, and industrial damage, which makes it pos-
sible to use appropriate legal tools.

Terminological uncertainty and the unreadiness of the 
current regulatory legal framework to confront wartime threats 
are significant obstacles to the use of legal tools in the organi-
zation of an enterprise’s information security system. There-
fore, when forming a system of local normative acts of the en-
terprise, it should be taken into account that the specified in-
ternational ISO/IEC standards provide a normative basis for a 
wider application of organizational information security mea-
sures than “data protection”, which was previously considered 
the exclusive goal of information security. Thus, according to 
the DSTU standard ISO/IEC 17799:2005, the goal of infor-
mation security is protection against threats to ensure the sus-
tainability of business activities. The interpretation of the defi-
nition of “business” in the English language extends to the 
business and production activities of enterprises, which pro-
vides a legal basis to use the specified regulatory documents in 
this area as well.

The EU Legislation has direct action norms aimed at the 
information security of enterprises. In particular, such norms 
are contained in EU Directive No. 114 of 2008 “On the iden-
tification and designation of European critical infrastructure 
and assessment of the need to increase the level of its protec-
tion”. Such norms are also in the national regulatory field of 
developed countries, for example, in the “Cyber Security 
Strategy” of Great Britain. Certain steps in this regard have 
been taken in Ukraine. Thus, the Law of Ukraine No. 2163-
VIII “On the basic principles of ensuring cyber security of 
Ukraine” defined “the powers of ... enterprises, institutions, 
organizations, individuals and citizens”, but, unfortunately, 
the specified legal norm applies only to those individuals and 
legal entities that are involved in the field of information com-
munications

Therefore, the approaches of the legislation of developed 
countries regarding the implementation of direct-action 
norms aimed at the information security of enterprises should 
be extended in the regulatory and legal field of Ukraine. In 
particular, the Resolution of the CMU No. 1126 regarding 
technical protection of information (TPI) needs to be changed. 
The definition of “Technical Information Technology”, in 
contrast to the one provided in the mentioned Resolution No. 
1126, nowadays extends to state-of-the-art digital technolo-
gies, which are especially relevant as information security 
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tools, including cloud technologies, artificial intelligence, etc. 
That is why it is especially important to extend the application 
of CMU Resolution No. 1126 to enterprises and corporations. 
For this purpose, in the text of Resolution of the CMU 
No. 1126, enterprises must be included in the list of parties to 
which this Resolution applies. Therefore, it is proposed to re-
place the definition of “person” with the indicator condi-
tion – “physical and legal entity” in the provision of the Reso-
lution, which enumerates the areas of its application in relation 
to “person, society and the state”. The above will, if necessary, 
provide a legal basis for the use of the norms of Resolution of 
the Cabinet of Ministers No. 1126 as a legal basis for the orga-
nization of the information security system of enterprises.

In view of the above, indicator conditions should also be 
introduced to the Law of Ukraine No. 2657-XII “On Infor-
mation”. In particular, Article 3 Part 1 of the provision on “in-
formation security of Ukraine” should be replaced by the pro-
vision of “information security of citizens, legal entities, soci-
ety and the state”.

Also, to Article 5 Part 1 of the Law of Ukraine No. 2657-
XII, which stipulates the right of citizens to information, the 
condition-indicator “except for the conditions of martial law” 
should be added. This corresponds to the necessity of restric-
tions on the rights and freedoms of citizens in the conditions of 
martial law [19].

Part 2, Article 6. Law of Ukraine No. 2657-XII needs to be 
supplemented in the paragraph where limitations of the right 
to information are specified. After the words “other people’s 
rights” the indicator condition “and legal entities” should be 
given.

These additions will contribute to the effectiveness of legal 
support of security measures of enterprises and corporations. 
The above needs appropriate confirmation in the regulatory 
and legal field of Ukraine, first of all, by the application of di-
rect-action norms in the legislation.

It should also be noted that the interpretation of informa-
tion security according to DSTU ISO/IEC 17799:2005 and 
the interpretation provided in clause 3, Part 3 of the Law of 
Ukraine No. 537-V do not coincide. The definition of infor-
mation security provided in clause 3, Part 3, of the Law of 
Ukraine No. 537-V, in its essence, is the legal basis of only 
“information protection”. The necessity of assigning the task 
of information protection to the sphere of information security 
is unconditional [20], but these legal definitions should not be 
equated. Therefore, the specified definition of information se-
curity according to the Law of Ukraine No. 537-V is signifi-
cantly limited for the legal substantiation of the principles of 
information security of enterprises, especially in the condi-
tions of martial law [21, 22].

Law of Ukraine No. 537-V also does not provide adequate 
legal substantiation for the need to prevent methods of hybrid 
warfare. This, in particular, is due to the fact that the men-
tioned Law was prepared and approved at its beginning, al-
though, even during the period of less active confrontation in 
2014–2018, the aggressor state was already actively using mali-
cious means of information warfare against Ukrainian institu-
tions and Ukrainian enterprises.

Therefore, for legal counteraction to information tools of 
hybrid warfare, cyber-terrorism, formation of legal grounds 
and determination of the importance of ensuring information 
security at the level of enterprises, the specified definition of 
information security, provided in clause 3, Part 3, Law of 
Ukraine No. 537-V requires the application of the indicator 
condition “negative informational influence, intentional ac-
tions to cause harm to individuals and/or legal entities, society 
and the state”.

The definition of an information threat in the “Informa-
tion Security Strategy” put into effect by Decree of the Presi-
dent of Ukraine No. 685/2021 dated 28.12 2021 has a limited 
application for the legal basis in the organization of informa-
tion security of enterprises. This definition lacks a significant 

political, economic and social component that can be targeted 
by an informational threat – enterprises, legal entities. There-
fore, the legal application of this definition for the organiza-
tion of information security of enterprises is limited to the in-
direct use of the definition “information influence” [23, 24].

In order to eliminate the terminological uncertainty, the 
Law of Ukraine No. 1089-IX “On Electronic Communica-
tions” in the version dated 07.29.2023 also needs to be clari-
fied, where instead of the definition “information security” 
the definition “security of networks and services” is used, 
which, in the essence of the normative provisions of the speci-
fied Law, is more aimed at data protection.

Due to the significant and rapid changes in the tasks of in-
formation security of enterprises, the uncertainty in the need to 
introduce information security measures to limit the spread of 
corporate information during martial law leads to legal con-
flicts. Plaintiffs in court cases about violation by the manage-
ment of enterprises and corporations of their right to receive 
information point out that this right is guaranteed by the Con-
stitution of Ukraine. Thus, although Article 64 of the Constitu-
tion of Ukraine indicates that during the state of war or state of 
emergency, the rights of citizens may be limited, in particular 
the right to “collect, store, use and disseminate information”, 
at the same time, Article 55 of the Constitution of Ukraine in-
dicates that these rights must be protected by the court.

Therefore, it should be taken into account that during the 
period of martial law, requests from third parties or organiza-
tions, even if they are officially registered, to provide informa-
tion that is not classified as “with limited access” may be rea-
sonably delayed for publication, making public reasons for 
postponement according to the provisions of Law of Ukraine 
No. 2657-XII “About information”. Such reasons may in-
clude danger to the company’s employees due to the provision 
of relevant information; temporary lack of opportunity to col-
lect information, in particular, due to the lack of employees 
due to mobilization; due to the temporary impossibility of reli-
able protection of information channels by employees who 
have this information but work remotely under martial law 
conditions; other reasons due to force majeure factors.

Also, the distribution of information by employees of the 
enterprise should be limited due to possible damage to nation-
al interests, corporate interests of counterparties, life, or health 
of other employees, to prevent the distribution of information 
obtained confidentially, if the information is classified as “hav-
ing limited access”.

Information can be categorized as “restricted access” doc-
umentation, which is regulated by the local law of a legal entity 
under Article 7 of the Law of Ukraine No. 2939-VI “On access 
to public information” and may be classified as “confidential 
information”.

As according to Article 21 of the Law of Ukraine No. 2657-
XII the publication of information that belongs to the category 
“with limited access” is prohibited, so one of the primary 
measures of the information security of the enterprise should 
be the assignment of information that may pose a threat to the 
business and production activities of the enterprise or life/
health of workers to this category by the managers of corporate 
information. For this, it is necessary to use legal instruments 
of local normative regulation: management orders, internal 
instructions of the enterprise, etc. Employees of the enterprise 
must be informed about the inadmissibility of granting access 
to corporate information to persons without the right to access 
it in conditions of martial law. The employee’s notification 
must be confirmed by his personal signature [25].

It is indicated that, in the case of legal disputes with the 
plaintiff’s reference to Part 2 of Article 200 of the Civil Code of 
Ukraine, which regulates the rights of relations in the informa-
tion sphere, the application of Part 1, Article 5. Law of Ukraine 
No. 2657-XII, according to which the use of the right to infor-
mation should not lead to violation of the rights of other phys-
ical/legal entities, will be allowed.
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For this, the legal instruments of local normative regula-
tion – the company’s documents must indicate harm to cor-
porate interests in case of dissemination of information that 
belongs to the “restricted access” category.

For the effective organization of information security 
measures, during martial law, it is also necessary to temporar-
ily suspend Article 21 “Information with restricted access” of 
the Law of Ukraine No. 2657-XII, namely, Part 4: according 
to which the specified information cannot include information 
about certain categories of legal entities. During the state of 
war, these provisions may harm citizens and the specified cat-
egories of legal entities.

The above-mentioned suspension of clause 2, Part 4, Ar-
ticle 21 ZU No. 2657-XII is due to the need not to give the 
aggressor the opportunity to adjust his strikes, in particular on 
the infrastructure of enterprises. Suspension of clause 2, 
Part 4, Article 21 of ZU No. 2657-XII is due to the necessity of 
the above-mentioned measures regarding information security 
of enterprises of all types of ownership, in particular, specified 
in this subsection of the Law of Ukraine. Suspension of clause 
6, Part 4., Article 21 of ZU No. 2657-XII due to the fact that 
the majority of international treaties of Ukraine, ratified by the 
Verkhovna Rada of Ukraine, do not provide for the circum-
stances of military aggression of this level of intensity.

Also, with the specified reasons, an indicator condition 
should be introduced to clause 1, Part 4, Article 21 of the Law 
No. 2657-XII, according to which it is impossible to assign in-
formation about the state of the environment to data with lim-
ited access. The indicator condition should state: “during mar-
tial law, if it is related to information about the location of in-
dustrial facilities, military purpose or critical infrastructure”.

The following indicator condition must be introduced to 
clause 2, Part 4, Article 21 of the Law of Ukraine No. 2657-
XII, according to which it is impossible to assign information 
about disasters and emergency situations to data with limited 
access: “if this emergency situation is not a consequence of 
military actions and the dissemination of information about it 
in conditions of martial law does not pose an informational 
threat to individuals or legal entities”. The need for this indica-
tor condition is due to the fact that “emergency situations” in 
the conditions of war can include the consequences of the ag-
gressor’s actions regarding the destruction of the infrastruc-
ture of enterprises, hindering their production activities, etc. 
Therefore, the dissemination of such information poses the 
threat of adjusting the aggressor’s fire on the infrastructure of 
enterprises.

The adoption of the Law of Ukraine dated March 24, 2022 
No. 2149-XX promotes the strengthening of the imperative of 
the legal foundations of information security of enterprises.

At the same time, it is expedient to increase the level of 
imperativeness of the legal principles of information security 
of enterprises under martial law by adding to paragraph 1, Ar-
ticle 1142, Section 1 of the Special Part of the Criminal Code 
of Ukraine “Crimes against the foundations of the national 
security of Ukraine” the supplement of the following content: 
“Dissemination of information on the direction, movement of 
weapons, armaments, munitions, raw materials, components 
for the production of weapons, munitions, dual purpose prod-
ucts and products to ensure the military needs and livelihood 
of the population to Ukraine”.

Paragraph 2, Article 1142, Section 1 of the Special Part of 
the Criminal Code needs to be supplemented by: “Dissemina-
tion of information on the movement, movement or location 
of the Armed Forces ... weapons, munitions, as well as raw 
materials, components for the production of weapons, muni-
tions, dual-purpose products and products to ensure military 
needs and the population’s livelihood”. The specified changes 
will extend the effect of the specified legal norms to a wide 
range of legal entities.

If in peacetime the information security of enterprises was 
a self-regulated system, the formation and functioning of 

which took place according to narrow corporate interests and 
according to changes in the directions and technologies of the 
formation of information threats, which did not require regu-
latory influence, then in the state of war, the information secu-
rity of the enterprise should become an element of the nation-
al security system. Enterprises, corporations, and legal entities 
in wartime need agreed regulatory conditions for the use of 
information security mechanisms, as this will contribute not 
only to the settlement of corporate conflicts in the event of 
overlapping security spheres, reliable legal protection in the 
event of lawsuits related to the information support of business 
and economic activities of enterprises in a special period, but 
also to strengthening national security. The specified regula-
tory conditions must take into account the circumstances and 
capabilities of enterprises to implement information security 
tasks fully independently to protect key components of the 
country’s economy. This can be found out when conducting 
an information audit of enterprises, assessing the state of their 
information security and their importance for the economy 
and defense, which necessitates the introduction of relevant 
legal acts.

When researching issues of organizational and legal regu-
lation of information security of enterprises, we established 
that the sphere that needs regulation and legal consideration is 
much wider than the narrow corporate framework. This ex-
pands the need for the introduction of norms of direct action 
and separation for this purpose of the sub-branch of informa-
tion security of individuals and legal entities, society, and the 
state in information law. The prerequisite for the specified 
separation may also be the need for legislative consolidation of 
special legal constructions, basic definitions of information 
security through the approval of the relevant Law. This will 
provide opportunities not only for a comprehensive assess-
ment of proper/improper provision of information security 
during the consideration of relevant court cases, but also for 
systematization of legislative norms in the field of information 
security, identification and elimination of contradictions be-
tween them.

In the conditions of a hybrid war, the information security 
organization of the enterprise must take into account that us-
ing a powerful targeted attack, in most cases, the aggressor’s 
actions will be successful. Under such circumstances, it be-
comes expedient to detect an act of informational aggression 
in a timely manner, assess its direction and consequences. This 
should be taken into account not only when organizing the 
protection of purely informational infrastructure, but also 
when forming the enterprise’s production and business pro-
cesses, for which many enterprises in wartime will lack their 
own resources.

Therefore, in order to actively counter threats to informa-
tion security in the conditions of the use of modern informa-
tion tools to neutralize the information security systems of 
enterprises that, due to the unequal personnel, resource, and 
technical capabilities of the aggressor state and individual en-
terprises or corporations, cannot provide legal entities of 
Ukraine with the appropriate level of protection, it is proposed 
to introduce a special legal regime for the implementation of 
information security of the country’s leading enterprises and 
the use of state opportunities for this.

Certain elements of complex approaches in this direction 
are already available today. In particular, state structures im-
plement measures to protect information and telecommunica-
tion systems, and although, to a greater extent, these systems 
are outside the sphere of influence of the protection services of 
individual enterprises, they play a significant role in shaping 
the level of their information security. So according to para-
graph 11 Part 1 of Article 8 of Law of Ukraine No. 389-VIII 
“On the Legal Regime of Martial Law” as amended in accor-
dance with Laws No. 1089-IX dated 16.12.2020, No. 1702-IX 
dated 16.07.2021 – came into force on 01.01.2022, the military 
command along with by military administrations has the right 
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to “regulate … the transfer of information through computer 
networks”, which is already one of the legal bases of the spe-
cial legal regime for the implementation of information secu-
rity of leading enterprises.

Also, in the conditions of war, the organizational and legal 
principles of information security of enterprises extend beyond 
the boundaries of information law and should rely more on the 
imperative norms of administrative and criminal law. There-
fore, the special legal regime proposed above for the imple-
mentation of information security of the country’s leading 
enterprises should be based on the expansion of the norms of 
Administrative Law regarding the provision of information se-
curity of legal entities.

For this purpose, it is proposed to introduce changes to the 
articles of the Special Part of the Code of Ukraine on Admin-
istrative Offenses (CUAO):

1. Article 172-8: “The subjects of offenses in Part 1 of this 
article are the persons specified in paragraph … as well as the 
subjects specified in Part 4 of the Law of Ukraine No. 2657-
XII “On Information”.

2. Article 188-31: “which also includes information with 
limited access of legal entities”.

3. Article 212-5: “in the field of economy during wartime, 
including the activities of enterprises, as well as in the field of 
defense of the country”.

4. Article 212-6: “Illegal access to information of informa-
tion (automated) systems, including enterprise systems”. But 
“the same actions committed in a special period entail respon-
sibility according to Article 1142, clause 2. Chapter 1 of the 
Special Part of the Criminal Code of Ukraine”.

The proposed changes to the Code of Administrative Of-
fenses under the conditions of martial law in Ukraine will in-
crease the responsibility of enterprises and corporations, will 
contribute to increasing the level of organization of their infor-
mation security and will allow using the legal tools provided by 
them for this purpose effectively.

Conclusions. The interpretation of legal definitions of in-
formation security of enterprises, which excludes uncertainty 
in the application of legal norms in this area, is proposed and 
substantiated. It is noted that attempts to differentiate enter-
prises into those belonging to critical infrastructure and those 
not belonging to it are artificial.

It is indicated that the concept of information systems for 
industrial use needs an expanded legal interpretation due to 
the lack of norms in the legislation of Ukraine, according to 
which the specified systems are clearly separated. It is noted 
that the information security of the enterprise in the condi-
tions of war should be interpreted more broadly.

During martial law, it is proposed to spread the organiza-
tional and legal principles of information security of enterpris-
es beyond the limits of information law and the use of impera-
tive norms of administrative and criminal law. In order to in-
crease the imperativeness of legal norms under martial law, 
supplements to the articles of the Special Part of the Criminal 
Code of Ukraine are proposed.

Indicator conditions and supplements to the Laws of 
Ukraine are proposed.

It is indicated that the legal sphere of information security 
of enterprises under martial law, which requires regulation, is 
much wider than the narrow corporate framework, therefore 
this determines the need for the introduction of direct-action 
norms and for this purpose, the sub-branch of information se-
curity in information law.

It is proposed to introduce a special legal regime for the 
implementation of information security of the country’s lead-
ing enterprises in the conditions of martial law and to use the 
state’s capabilities in this area under the specified legal regime. 
For the effective regulatory support of the special legal regime 
for the implementation of information security of enterprises, 
amendments to the articles of the Special Part of the Code of 
Ukraine on administrative offenses are proposed.

The following organizational measures are proposed to 
strengthen the information security of enterprises during mar-
tial law:

- the enterprise must implement systematic detection, iso-
lation and, if possible, avoidance of activities not determined 
by production necessity, which contribute to the influence of 
external or internal information threats;

- organizational efforts of the enterprise to form informa-
tion security measures should be involved in all areas of activity;

- the information security system, unlike in peacetime, 
must protect not only organizational and inter-structural con-
nections of the enterprise itself, but also cover its external con-
nections;

- it is necessary to organize an operational change of the 
information security system of the enterprise in accordance 
with the dynamic change of threats;

- strengthening of communication links between different 
areas of information security for their mutual coordination;

- permanent monitoring of information flows of the enter-
prise, identification of probable directions of information 
leakage for the organization of security measures;

- avoiding the protection of only the weak points of the 
information environment and the use of a complex system ap-
proach in information security, implementation of a unified 
information protection strategy;

- organization of countermeasures against information 
and psychological threats.

The following legal measures to strengthen the informa-
tion security of enterprises during martial law are proposed:

- application of Article 1142, Part 2, paragraph1 of the spe-
cial part of the Criminal Code of Ukraine on the dissemina-
tion of information (including its unintentional dissemina-
tion) that may represent value for the enemy, by all subjects of 
information relations;

- limiting the effect of legal norms regarding the responsi-
bility of subjects entrusted with the responsibility of ensuring 
the information security of the enterprise by the horizon of 
their managerial influence;

- the use of an agreed system of local normative acts of the 
enterprise for information security tasks, in particular, regard-
ing the classification of corporate information into the catego-
ries of “confidential” and “restricted access”;

- legal substantiation for the narrowing of the provision of 
information by the employees of the enterprise at the request 
of individuals during the martial law is proposed, which will 
allow resolving legal disputes on these issues.

Prospects for further research in this direction consist in 
detailing the legal support of a special regime for the imple-
mentation of information security of enterprises in the condi-
tions of martial law.
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Мета. Дослідити особливості організаційно-правово-
го забезпечення інформаційної безпеки в умовах воєнно-
го стану. Запропонувати зміни законодавчих положень 
для вдосконалення правого регулювання у цій сфері. 
Розробити системні заходи балансування прав і обов’яз-
ків фізичних і юридичних осіб у сфері інформаційної 
безпеки в умовах воєнного стану.

Методика. Використані загальнонаукові та спеціаль-
но-правові методи пізнання: герменевтичний – дозволив 
обґрунтувати розширення сфери інформаційної безпеки 
підприємства; контент-аналізу – визначити організаційні 
засади інформаційної безпеки підприємств в умовах воєн-
ного стану; структурно-правовий – запропонувати умо-
ви-індикатори до правових норм; спеціально-юридич-
ний – запропонувати для правового забезпечення інфор-
маційної безпеки систему локальних нормативних актів; 
компаратив но-правовий – запропоновати спеціальний 
правовий режим інформаційної безпеки підприємств.

Результати. Указано, що за воєнного стану сфера ін-
формаційної безпеки підприємства значно розширюєть-
ся та стає елементом системи національної безпеки. Ви-
значені особливості організаційно-правового забезпе-
чення та основні організаційні засади інформаційної 
безпеки підприємств в умовах воєнного стану. Запропо-
новане введення спеціального правового режиму реалі-
зації інформаційної безпеки підприємств країни в умо-
вах воєнного стану й використання у цій сфері за вказа-
ного правового режиму можливостей держави. Для ефек-
тивного нормативного забезпечення спеціального пра-
вового режиму реалізації інформаційної безпеки підпри-
ємств запропоновані зміни до статей Особливої частини 
Кодексу України про адміністративні правопорушення.

Наукова новизна. Запропоновано правовий інстру-
мент для обмеження поширення інформації про діяль-
ність підприємства – запровадження документів локаль-
ного права для віднесення інформації щодо діяльності 
підприємства на час воєнного стану до категорії «з обме-
женим доступом». Запропоновані умови-індикатори й 
доповнення законодавчих норм.

Практична значимість. Розроблені пропозиції, умови-
індикатори й доповнення законодавчих норм сприяти-
муть посиленню інформаційної безпеки підприємств і 
національній безпеці.

Ключові слова: інформаційна безпека підприємств, во-
єнний стан, правові засади, спеціальний правовий режим, 
локальні нормативні акти
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