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Purpose. The application of the systematic approach to the organization of safe information and education
environment in higher educational institutions.

Methodology. The study and scientific and technical analysis of literature on the problem under study, archi-
val research, modelling, research and generalization of the effective experience of the application of the system-
atic approach in educational professional institutions.

Findings. The creation of a safe informational environment in the educational professional organization is the
necessary condition to provide comfortable professional training of prospective experts in the higher professional
institutions.

Originality. The notion of “safe information and education environment in the higher educational institu-
tion” is specified. It is understood as information and education environment supplemented with hardware tools,
software and managerial tools, safety devices ensuring protection against the negative information and personal
information security of all the participants of the educational process in order to create adequate development
conditions for the realization of their individual abilities and possibilities. The treats, model, principles, subsys-
tems and components of a safe information and education environment organization, providing an effective sys-
tematic approach as a foundation of the educational process in professional training of to-be specialists are de-
fined.

Practical value. Formulated regulations and practical recommendations for organization of safe information
and education environment in higher educational institutions can be used in the educational process of higher
education and in the system of advanced training (retraining) of educators.

Keywords: safe information and education environment, informatization of education, information secu-
rity (data security), professional educational institutions, professional training, system approach, informa-
tion security threats

Introduction. The present historical period is
characterized by considerable transformations in the
sphere of education, which are due to the influence of
globalization processes, wide adoption of information
processes and technology, information openness of
the society. Competition in the sphere of education
leads to the constant improvement of forms and tech-
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niques of education, to the creation of new education-
al technologies and means.

One of the characteristic tendencies of our time in
the sphere of education is the creation and active use
of the so-called information and education environ-
ment (IEE).

The content of this notion has been formulated in
the governing documents of the Board of Education
and Science. In the latest documents of the Board it is
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pointed out that “there should be created conditions
for the functioning of the electronic information and
education environment which includes electronic in-
formation and electronic educational resources, the
complex of information technologies, telecommuni-
cation technologies, technological means which in
complex will provide the complete mastering of the
curriculum of educational institutions including dif-
ferent forms of distant learning through information
and communication technologies by the students re-
gardless of the students’ location™.

Along with such advantages of the 1EE as wide ac-
cess to the educational content at any time, from any-
where, individualized instruction and monitoring,
rapid spread of the best educational practices, it should
be noted that the problem of information security re-
mains topical not only for the participants of the edu-
cational process, but for the institution itself. We be-
lieve that both the nature of the problem and possible
ways of its solution lie at the intersection of such disci-
plines as pedagogy, psychology, computer science, er-
gonomics, systems theory, and others.

Thus, nowadays a unified comprehensive approach
to secure information and education environment in a
higher educational institution is required, which fully
takes into account the new possibilities of creation,
spread and application of multicomponent distributed
and integrated education oriented databases and
knowledge bases, taking into account the national re-
quirements to the educational system and interaction
with the world educational resources. Considering the
complexity and multi-task organization of safe infor-
mation and education environment in higher educa-
tional institutions, it is recommended to apply the sys-
tematic approach.

Analysis of the recent research. Ludwig von Be-
rtalanffy is considered to be the founder of the system-
atic approach. A notable contribution to this field has
been also made by E.de Bono, L.laRush, Simon G.,
P. Drucker, A.Chandler. The leading representatives
of the systematic approach in domestic science are
1. V. Blauberg, D. M. Gvishiani, V. P. Kuzmin, V. A. Le-
ktorsky, V.N.Sadovsky, A.I.Uyomov, I.T.Frolov,
E.T.Yudin and others.

Information security issues in education were stud-
ied by such scholars as Polyakov V.P. [1] who dealt
with the problem of information security and offered
methodic system of teaching information security to
students of technical colleges, and Grachev G. V. deal-
ing with the problems of the information psychologi-
cal security of individuals as well as a number of others.

A series of works dedicated to the engineering as-
pects of information security are also known [2—4].
These works deal with the protection of information,
the choice of the technical means of information pro-
tection, building-up of corporate information security
systems.

Presentation of the main research. The precon-
dition for the creation of the IEE is based on the
achievements in the field of information technologies
and accumulated experience of their application in the
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educational process. Computer equipment and data
transmission have gone a long way from unsystematic,
haphazard application to a widespread use. There is
currently a process of changing them into a new qual-
ity — the development and functioning of the informa-
tion and education environment, which together with
the hardware, software, and information component
includes methodological support.

A landmark event in the development and applica-
tion of the IEE stemmed from the wide use of person-
al computers and from facilitated access to the global
network Internet. These above mentioned factors have
made it possible to identify and implement new teach-
ing resources, which occurred due to the simplicity of
the dialogue communication, prompt access to global
information resources, a quick search of necessary in-
formation, and the ability to visualize the educational
material. There appeared such notions as a “virtual
laboratory”, “virtual tour”, “virtual classroom”, “vir-
tual campus”, “virtual university” and others. All of
them, in our opinion, may be included in the concept
of information and education environment.

Modern IEE of the higher educational institution
ensures the implementation of the process of profes-
sional and personal self-development of a to-be spe-
cialist, i.e. allows independent choice of individual
educational trajectory, forms and methods of solving
professional problems, methods of monitoring, reflec-
tion and self-evaluation of the educational activities of
students. It offers individual choice of subjects, cre-
ative laboratories and other types of classes which are
defined in the basic curriculum as electives; it advanc-
es and deepens the content of educational material;
individual choice of subjects and more creative work
on the subject; the right to an individual picture of the
world and reasonable positions for each educational
area. It also gives an opportunity to study the material
more quickly and more thoroughly, to choose indi-
vidually additional topics for project and creative work
in subjects, to form the individual world view and mo-
tivated position in every sphere.

Analysis of the IEE of a higher educational insti-
tution indicates that it should provide: an access to
the curricula, working programs of educational disci-
plines (modules), to the programs of practices, to
publications in electronic library systems and elec-
tronic educational resources specified in the working
programs:

- the educational process record, the record of the
results of interim assessment, and the results of mas-
tering training programs;

- carrying out all kinds of activities, procedures of
assessment of learning outcomes, in other words edu-
cational evaluation whose implementation is provided
through the use of e-learning, distance learning tech-
nologies;

- formation of students’ electronic portfolios, in-
cluding the preservation of the student’s works, re-
views and evaluations of these works by the relevant
participants in the educational process; the interaction
between the participants of the educational process,
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including synchronous and (or) asynchronous com-
munication via the Internet, etc.

The functioning of the electronic information and
education environment of the higher educational insti-
tution is provided by adequate means of information
and telecommunication technologies and by skilled
specialists, operating and maintaining it.

The material basis of the IEE is based on a set of
computer equipment, software, data transmission
channels, display and information storage means wide-
ly used in the educational process. In addition, the stu-
dents themselves actively use mobile phones, smart-
phones, pocket PCs, as useful tools helping to store,
look through the information and to communicate.

It is obvious that the IEE of the higher educational
institution is a member of the global information and
education space, in which different participants inter-
act. These participants are students, teachers, admin-
istration, network administrators, on the one hand,
and educational, social and other organizations, on
the other hand. The development of the IEE is a high-
ly knowledge-based activity, which involves the work
of co-educators, psychologists, methodologists, pro-
grammers and computer designers.

Thus, on the one hand, it can be stated that the
IEE of the higher educational institution today is quite
a developed system; on the other hand, one cannot ig-
nore the fact that unrestricted access to the informa-
tion content has certain risks and threats both for the
individual learners and tutors, and for the corporate
interests of the educational organization.

The experience of high educational institutions
shows that the problem of security of the IEE is pri-
marily determined by the information security and,
therefore, one of the aims during its design and con-
struction should be the aim of implementing informa-
tion security requirements.

By the safe information and education environ-
ment (BIOS) of the higher educational institution we
will mean the information and education environment
of a higher educational institution, supplied with hard-
ware, software and organizational means and methods
of protection against the negative information, which
provides security and protection of personal informa-
tion among all the participants of the educational pro-
cess at the university in order to create conditions for
the most full-value development and implementation
of their individual abilities and capabilities [5].

The organization of BIOS of the university should
be preceded by the analysis of possible sources of in-
formation security threats and their nature in the edu-
cational organization. The nature of the information
threats is connected with the character of a modern
university providing access to the IEE to different
groups of users. The university IEE may have different
categories of users whose requirements for informa-
tion security differ. They are the university students
studying in various forms, professional and teaching
staff and the administration, the school children as the
participants of preparatory training courses, the stu-
dents enrolled in various training courses and exten-
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sion courses as well as representatives of organizations
cooperating with the university, such as research and
development (R&D).

Obviously, the main group of potential perpetrators
of information security for the IEE are students who
have a sufficiently high level of professional IT-train-
ing. Characteristic age features of their psyche cause
them to commit illegal acts aimed at violating infor-
mation security (for example, to block access to the
site of the university, to get the right to view and edit
public information, etc.).

Information security vulnerability of the higher in-
stitution is also determined by the multifaceted nature
of its operations, the variety of information flows, in-
cluding the outer space and the information coming
out from it, by territorial distribution of its infrastruc-
ture (providing divisions, branches, representative of-
fices).

The following information security threats are es-
sential for the educational institution:

- violation of confidentiality (unauthorized data
accessing, including personal data of teachers and stu-
dents, service information about the university);

- technical failures and malfunctions of computa-
tion and data communication equipment, energy sup-
ply equipment violations, physical destruction or
damage of equipment, etc.;

- malicious and troublesome software, hacker at-
tacks and spam; unauthorized use of unlicensed soft-
ware;

- copyright and intellectual property infringement,
etc.

At the same time, the so-called personality infor-
mation threats, defined as a set of conditions and fac-
tors that endanger the vital interests of the individual
are common for students, teachers and university staff;
they include: adherence to and implementation of the
constitutional right to seek, receive, produce and
transmit information; citizens’ rights to privacy; the
use of information for the spiritual, physical, intellec-
tual development; protection of intellectual property;
ensuring the rights of citizens to protect their health
from the unconscious harmful information [6].

The information threats directed against the per-
son can also include the criminalization of the infor-
mation space (illegal content, cyber cheating); threats
from the dataflow; the threat of negative impact on the
health and psyche of the person, addiction to the net-
work and computer games, the student’s personality
blur, threat of violation of an author’s rights.

In general, information threats are determined by
violation of the conditions of confidentiality, integrity
and availability of the information in the IEE.

Thus, the provision of safe IEE of the higher edu-
cational institution is a complex multifaceted problem.
To solve it a systematic approach should be applied
which involves consideration of the IEE as a complex
system and the gradual transition from the general to
the particular. While the goal is the basis for the ex-
amination and the object under study is singled out of
the environment.
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In our opinion, such an approach should be based
on the application of a number of principles: i.e. the
systemacity principle, the hierarchical pattern of cog-
nition, the principle of integrity, the principle of for-
malization.

The systemacity principle means that the IEE is
considered as a system, i.e. all the connections with
the environment are taken into consideration, as well
as the possibility of division into elements, taking into
account the backbone links.

Figure shows that the IEE of the higher education-
al institution operates in the global information and
education environment, interacting with IEEs of other
educational, scientific and other organizations.

As an example, the domestic Internet University of
Information Technologies (http://www.intuit.ru) can
be mentioned which offers both a lot of free training
courses for users of the global Internet and an opportu-
nity to receive the second higher education on a com-
mercial basis (full-time with the intramural tests and
examinations); its database has about half a million us-
ers. Within the framework of the Global Alliance of the
UN Information and Communication Technologies
and Development (GAID) there operates a non-profit
online higher educational institution — University of
the People (http://uopeople.edu/), in which it is
planned to train 15 thousand people at a time.

When applying the systematic approach to BIOS of
the higher educational institution decomposition
(structuring) should be carried out taking into account
the objectives of the structural research — identifying
the elements which affect the security of the system,
their relationships and interaction. Obviously, the cen-
tres of storing information, data channels, access po-
ints to information resources, users of IEEs and other
things can be represented as such elements. Their co-
mmon feature is their hierarchical nature, both of the
decomposition and the structure formed as a result of
its implementation.

Thus, while organizing the safe IEE of the higher
educational institution from the point of view of its
functional components, some isolated subsystems can
be singled out: learning content, teaching materials,
management documentation, local legal acts, finan-
cial documents, and a number of others.

Regarding the support of safe operation of the IEE,
the following subsystems can be singled out: technical
(hardware), software, information, mathematical, or-
ganizational and staffing.

Further decomposition of, for example, logistics
subsystem, leads to differentiation of a plurality of
computers belonging to a computer network. Each
computer can be presented as part of the IEE, on the
one hand, and as a system that includes the individual
devices as its elements, on the other hand.

The issue being analysed from the perspective of
secure communication between the elements and sub-
systems in the real IEE of the higher educational insti-
tution, it should be noted that the number of all the
relationships is huge, so it is impossible to explore ev-
erything, and it is necessary to limit their number arti-
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ficially, i.e. the links that do not affect the safety are
irrelevant and can fail to be viewed.

According to the principle of hierarchy of cogni-
tion, the IEE of the higher educational institution re-
quires three-level study of IEE: the study of the sub-
ject — “the proper level”, the study of the same subject
as part of a wider system — “a higher level”, and fi-
nally, the study of this subject in relation to the con-
stituents of the subject components — “the lower lev-
el”. This bi-directional information flows are analysed
as well as potential actions with the upstream and
downstream levels. The higher level for the IEE is a
global information and education environment based
on the Internet (Figure).

The lower level is formed by the above-mentioned
subsystems and the elements of the IEE. This suggests
that while organizing secure IEE one should analyse
both possible information security threats either “from
above”, such as hacker attacks on the university web-
site and actions aimed at violation of information se-
curity or “from below”, i. e. by the staff and students of
the university.

The principle of integrity reflects the peculiarity of
the systematic approach, it aims to explore integrative
properties and regularities of the IEE of the higher
educational institution, i. e. these properties are inher-
ent in the system as a whole, but do not occur in the
aggregate of its component elements. Therefore, the
BIOS of the educational institution as a system has a
new quality — it creates a set of conditions under which
educational and professional work of students and
teachers directly develops, the personal qualities of
students are formed, the management and method-
ological activities are provided, the competence of the
information security of the person is formed.

The principle of formalization of BIOS consider-
ation as a system means that a systematic approach is
aimed at obtaining quantitative characteristics to pro-
vide a secure environment protection, development of
methods, narrowing the ambiguity of concepts. Speak-
ing of the IEE of the higher educational institution
viewed systematically, it is necessary to give substance
to such concepts as efficacy, safety and quality, to build
a model of a safe educational environment.

Since the main task of the university is professional
training, it is obvious that a safe IEE contributes to its
fulfilment, realizing the providing function. There-
fore, when evaluating the key effectiveness indicators
and the quality of training graduates, it is necessary to
consider the impact of the information security factor
on the final outcome. The application of the system-
atic approach to the organization of safe IEE of the
higher educational institution has four basic steps:

- clarification and goal-setting arrangements for
the safe IEE of the higher educational institution;

- BIOS model building that meets the objectives of
the organization for the secure IEE of the higher edu-
cational institution;

- carrying out experiments with the model;

- processing and interpretation of the results, the
application of them into the system.
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Fig. The systemic nature of the information-education environment of the higher educational institution

Building of a model of the safe educational envi-
ronment of the higher educational institution involves
the following steps: selection of (the formation of)
quality and efficiency features of the system and their
rationale; description of the system; model validation
and substantiation of its adequacy. The choice (forma-
tion) and substantiation of the quality and efficiency
features are based on the analysis of the objectives of
the system (subsystems), tasks and objectives of the re-
search.

Systematic description of the IEE of the higher
educational institution should reflect the functional
properties of the system (the contents of activity and
operation), morphology (components and relation-
ships between them), information features (accuracy,
organization, uncertainty, handling, etc.). In accor-
dance with this description, the IEE as a system may
be functional, morphological and informational.

Functional description of the BIOS of the higher
educational institution is carried out on the basis of the
performance indicator, reflects the processes occur-
ring in the system, and the nature of the operation. It
should cover the processes occurring in the system
when it is used, and to show a method for producing
the output features of the system (efficiency) in a par-
ticular situation or a group of situations. The mathe-
matical apparatus of the functional description of the
BIOS in the higher educational institution must meet
two requirements: the adequacy of the task and its ca-
pability to perform calculations.

Functional description should reflect the following
aspects inherent in the BIOS: professional, organiza-
tional and interpersonal ones [5].

The BIOS subsystems can be singled out into the
following groups:

- the subjects of the educational process (students,
teachers, university entrants, assisting personnel, in-
vited experts);

- the educational process (goal, stages, content,
forms, methods);

- provision of the educational process (legal, per-
sonnel, scientific-methodical, informational, organi-
zational, material, financial, motivational);
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- external relations (in the external educational en-
vironment, in the society, in various fields of activities
related to the areas of training of specialists).

Interaction of the components and subsystems of
the BIOS generates the pedagogical process. In other
words, it is created and functions in order to ensure
optimal flow of the pedagogical process with the aim
of training professionals.

From this point of view, we can provide the follow-
ing set of BIOS functions of the higher educational
institution:

- scientific and methodological support of edu-
cational activities in the higher educational institu-
tion (working-out, storage and use of teaching mate-
rials, texts of lectures, laboratory work description,
etc.);

- interactive support of the educational process
with the inclusion of imaging (visualization);

- ensuring the control of students’ knowledge, built
on an intelligent test system;

- organization of the work of virtual laboratories
and hypermedia of educational space;

- informational support of students’ projects and
diploma theses;

- maintenance of information - a reference data-
base (full-text library, access to e-library systems, dic-
tionaries, glossaries);

- organization of distance learning;

- organization of virtual communication between
the participants of the educational space, accumula-
tion and spread of teaching experience, professional
development (refresher training) of teachers;

- public relations, formation of positive image of
the higher educational institution;

- security provision, primarily — informational se-
curity.

The starting point of the functional description is
to constitute a link between the effectiveness of the
BIOS as a system and its operation conditions (prop-
erties of the situation). The main purpose of the BIOS
as a secure informational environment of students and
teachers at the same time is not necessarily used (it
should be included in the functional description a little
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later), so in most cases one may find the model forms
and schemes of descriptions useful.

The most common of them is the following. A list
(set) of features characterizing the situation with the
indispensable achievement of established safety pa-
rameters and the desired results of the system (its pur-
pose) is made. This set of features is ordered and con-
sidered as a functional space, that is, a common lan-
guage to describe the system is introduced. We intro-
duce the basis (numeric or logical), and the metric
topology. The resulting metric space is considered as a
functional space BIOS of the higher educational insti-
tution. The functional educational environment of the
higher educational institution that meets the safety re-
quirements is constructed in this space.

The initial set of features may include the following
subsets:

- continuously measurable features (tuition fees,
the number of connections to information and educa-
tional resources of the university, the number of unau-
thorized attempts to access the information system of
the university, etc.);

- discretely measurable features (indicators of the
quality of education, the number of students, the
number of professors and teaching staff, information
on training equipment, etc.);

- ordered features (the location of the subjects on
the scale of achievement, academic ranking, the age of
teachers, etc.);

- disordered features (“have been accredited”, “li-
censed”, “information security threats”, etc.);

- nebular features (disordered, uncertain, vague:
“convenient”, “visual”, “promising”, “familiar™).

Metrication of the functional space of the higher
educational institution BIOS, built on such diverse
features suggests certain difficulties which can be over-
come by the factorization, i.e., by highlighting the
main defining features and the introduction of the ba-
sis. The starting point of the functional description is
the functional performance criteria.

Morphological description of the BIOS as a system
is preceded by the decomposition of the system, which
can be carried out in various ways. As an example, let
us consider two methods of decomposition of the IEE
of the higher educational institution. Let there be an
IEE of the higher educational institution equal to S,
decomposition of which can be performed by func-
tional feature, for example, as follows

S: Sl US2US3,

where S| is an organizational management subsystem;
S, is a training subsystem; .55 is a management subsys-
tem of research activities of students and teachers.
Then organizational management subsystem can be
represented as

Sl = SllUSleSBUSM,

where .S}, is a management subsystem; .S}, is a finan-
cial subsystem; .S}; is a subsystem of safety manage-
ment; .S, is a subsystem of management of economic
activities.
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Training Subsystem
Sz = SZI US22US235

where .55, is learning content management subsystem;
S5, is a subsystem of management and organization of
the educational process, 553 is a subsystem of informa-
tional security.

Further, a security management subsystem can be
represented as

Sl3 = 5131 USI32;

where S5, is a subsystem of informational security;
S5, is a campus security subsystem.

Hereafter, the decomposition can be continued,
and S,;, S,, may also include administering, control-
ling and conclusive subsystems on their own level.

On the whole

i: 1, ooy lo,J: 1, ,jo; k: 1, ceey ko, e, = 1, ceey mo,

where #; is the number of subsystems of the first level,
Jo is the number of subsystems of the second level,
etc.

Another option of (binary) BIOS decomposition of
the higher educational institution is that each subsys-
tem is divided into two subsystems, the management
subsystem and educational subsystem

S=5,USy;
S =8,US); 8, =5,USy;
851 =51 USHp-.

Morphological description of the BIOS as a system
is a diagram (graph) or a set operation. The decompo-
sition is performed according to a plan of the system
development, starting from the basic idea and hypoth-
eses on its implementation. After the decomposition,
the combining of subsystems with the help of direct
and inverse backbone links (information, manage-
ment and others.) is carried out.

Informational description is connected with the
external and internal information exchange and re-
flects the uncertainty of the system. Informational de-
scription in the most general form, can be represented
by the entropy of the system

H =~ p(x)log, p(x)dx
or
H =Y p,(x)log, p,(x),

where p(x), p{x) are continuous and discrete proba-
bility distribution of some x parameter characterizing
the BIOS of the higher educational institution, for ex-
ample, the probability of confidentiality breach.

From the informational entropy one can proceed
to the errors in the assessment of the system, such as
unauthorized access to personal data, the probability
of the access to confidential information, the probabil-
ity of the decommissioning of informational support
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for the successful hacker attacks on the IEE of the
higher educational institution.

Data description consists of a set of parameters
Xi(Sj ... m), characterizing each subsystem, the laws of
their distribution p,(x;) (or the points of distribution in
the corresponding approximation) and entropy values
H\(S}y ... m). The total entropy of the system is

H(S)= 3 H (Sy ),

where L is the number of subsystems of the BIOS.

In the beginning, the descriptions may mutually dis-
agree, but the comparison of descriptions opens the way
to reducing uncertainty, encouraging obtaining the new
data in order to identify the areas of risk and to clarify
the descriptions on the basis of new data. In the end, all
the descriptions are so coordinated that they can be
combined to make a constructive description of the sys-
tem, which will reflect the morphological, information-
al, functional features and the relationship between
them. Initial descriptions are based on the ideas for in-
formational security of the IEE of the higher education-
al institution, constructive description encourages the
development of the ideas and proposing the new ones.

Thus, the systematic approach to the study of the
safety of information and educational environment of
the higher educational institution allows outlining a
simple scheme of study and taking into account all the
factors affecting the operation and efficiency of such
systems, as well as formulating “practical recommen-
dations on the organization of a safe educational envi-
ronment in the higher educational institution” which
may include, for example, the following measures:

1. Determination of the nature and classification of
potential informational threats to the students, faculty,
university administration.

2. Formation of the action plan for the organiza-
tion of a safe educational environment in the higher
educational institution to meet the requirements of the
national and international legislation, to define the
circle of responsible departments and individuals.

3. Development and implementation of the infor-
mational security policy and technical and organiza-
tional requirements by all the participants of the edu-
cational process. The development of regulations to
ensure the full protection of both the information itself
and individual students and teachers.

4. Continuous monitoring of the functioning of the
BIOS, the identification of new threats, analysis of
proposals and recommendations for further modern-
ization of the BIOS.

It is obvious that the process of organizing a safe
educational environment is continuous and cyclic. In
the process of the IEE operation it is necessary to re-
turn to the first step, which entails repeated subsequent
phases. Thus, the IEE will be modified to perform its
tasks effectively at the same time ensuring informa-
tional security.

Conclusions. From the above-stated facts it can
be concluded that the organization and functioning of
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a safe educational environment of the higher educa-
tional institution is impossible without the systematic
approach, in which each component is a relatively in-
dependent subsystem and has a number of elements.
The information and education environment pro-
jected on this basis can, in our opinion, provide com-
fortable conditions for the comprehensive activities of
the higher educational institution, it can meet the re-
quirements for the training of students, and on the
whole solve the problems associated with the preven-
tion of possible negative physical and mental health
consequences which can occur due to the information
and emotional intensity of the subject environment.

References/Cnucok jgiteparypu
1. Polyakov, V. P., 2006. Methodical system of train-
ing of information security university students. DEd.
N. Novgorod.

IMonsgxkos B.T1. MeTtoguueckasi cuctemMa o0y4eHUst

MHOOPMALIMOHHOM 0€30MacHOCTU CTYISHTOB BY3O0B:
aBToped. IUC. Ha COMCK. Hay4H. CTeIl. A-pa Med. Ha-
yk / ITonsikos B. 1. — H. HoBropon, 2006. — 47 c.
2. Andrianov, V.V., Zefirov, S.L., Golovanov, V.B.
and Golduev, N.A., 2011. Obespecheniie informatsi-
onnoi bezopasnosti biznesa [Providing business in-
formation security], Alpina Publishers.

Oo6ecnieueHre MHGOPMAIIMOHHON OE30ITaCHOCTH
ousHeca / AHnpuanoB B. B., 3edpupos C.JI., T'onosa-
HoB B. b., Tonmyes H.A. // AnbniunHa ITaGmuireps. —
2011. — 338 c.

3. Petrenko, S.A. and Kurbatov, V.A., 2011. Politiki
bezopasnosti kompanii pri rabote v internet |Compa-
ny security policy when using the Internet]. DMK Press.

ITerpenko C.A. IMoautuku 6€30MacHOCTA KOM-
maHuu Tipu padore B mHTepHeT / Ilerpenko C.A.,
Kyp6atos B.A. // AMK TIlIpecc. — 2011. — 396 c.

4. Alan G. Konheim, 2007. Computer security and
cryptography. John Wiley & Sons, Inc.

5. Korotenkov, Yu. G., 2011. Informatsionnaia obrazo-
vatelnaia sreda osnovnoi shkoly [Information educa-
tional environment of primary school]. Akademiya IT.

KoporenkoB 10.T. MHdopmalmonHasi odbpa3oBa-

TesbHasI cpena ocHOoBHOM 1Kokl / Koporenkos 1O. T —
M.: Akanemus AiiTu, 2011. — 152 c.
6. Privalov, A.N. and Bogatireva, Yu.l., 2012. The
main threats to information security subjects of the
educational process. News of the Tula State Univer-
sity. Humanitarian sciences, No. 3, pp. 427—431.

ITpuBanoB A. H. OcHOBHBI€ yIpo3bl MUH(OpMALIU-

OHHOI1 0€30ITaCHOCTH CyOBEKTOB 00Pa30BaTEILHOTO
npoiuecca /A.H.IIpuBanos, FO.HW.BorarteipeBa //
H3sBectust TyabCKOTO TOCYTIapCTBEHHOTO YHUBEPCH-
teta. ['ymanurapHele Hayku. — 2012. — Bpim. 3. —
C. 427—431.
7. Bogatireva, Yu.l., Privalov, A.N. and Roma-
nov, V. A., 2014. Info safe environment of the school as
a condition of the information security of the younger
generation. [Informatics and Education, No. 9,
pp. 84—89.

borateipeBa FO. . MHdobe3zonacHas cpena 1ko-
JIbI KaK yCJI0BMe obecrneyeHrs TH(OopMallMOHHOI Oe-

105




EKOHOMIKA TA YNPABJIIHHA

30IacHOCTH TtofpacTatoiiero rmoxkonenus / A. H. [pu-
Basios, 0. W. borateipeBa, B. A. Pomanos // Undop-
MaTuka 1 oopaszosanue. — 2014. — Ne9. — C. 84—89.
8. Fedorov, V. A. and Davydova, N.N., 2014. Control
of the research and education network development in
modern socio-pedagogical conditions. Naukouvyi Vis-
nyk Natsionalnoho Hirnychoho Universitetu, No. 2,
pp. 126—132.

Ddenopos B.A. YnpasineHune pa3sBUTHEM HaydHO-
00pa3oBaTeIbHON CETU B COBPEMEHHBIX COLIMATbHO-
nemarormyeckux yciaosusix / B. A. @enopos, H. H. /1a-
BbIOBa // HaykoBuii BicHuk HarioHanbHOTO ripHU-
yoro yHiBepcutety. — 2014. — Ne 2 (140). — C. 126—
132.

Merta. Opranizairist 6e31eqHoro iHhpopMaIiifHO-
ocBiTHBOTO cepemoBuiia BH3 nuisixom 3actocyBaH-
H$I CUCTEMHOTO IiJIXOYy.

MetTonuka. BuBueHHSI Ta HayKOBO-TEOpPETHUY-
HUIA aHai3 JliTepaTypy 3 JOCTiIKyBaHOI TTpOOIeMU,
MpaKCUMETPUUYECKUI1 MEeTod, MOIEIIOBAaHHS, HOCIi-
JDKEHHST 1 y3arajJbHeHHsI e(eKTUBHOIO IOCBiny 3a-
CTOCYBaHHSI CUCTEMHOTO MiAXOMy B OCBITHiX Mpode-
CiliHUX opraHi3aliisix.

PesynsraTii. CTBOpeHHs 0e3MeyHoro iHgopma-
LIAHOTO CepeaoBUIIIA B OCBITHill mpodeciliHiil opra-
Hi3alii € HeoOXiTHOI YMOBOI 3a0e3MeueHHsI KOM-
¢dopTHOI npodeciiiHOI IMiATOTOBKY MaiiOyTHiX (haxiB-
niBy BH3.

HaykoBa HOBM3HA. YTOYHEHO IOHSTTH ,,0€3-
neyHe iHGopMalliiiHO-OCBiTHE cepegoBuie BH3“,
1110 PO3YMI€EThHCH SIK iHDOPMalliiiHO-OCBITHE Cepeno-
BUIIIE, OOIMOBHEHE arapaTHUMU, MPOTrpaMHUMU Ta
opraHiszaliiiHUMU 3aco00aMu, CITOCOOAMMU 3aXUCTY Bill
HeraTuBHOI iH(opMmallii, 1o 3abe3neuye Oe3neKky i
3aXMCT TMPUBATHOTO iHGOPMALIfHOIO CcepeaoBUIIA
BCiX Cy0’€KTIB OCBITHBOIO IPOLIECY 3 METOI CTBO-
pPEHHS YMOB IJIs TIOBHOIIIHHOTO PO3BUTKY Ta peari3a-
il iX iHOMBigyaJdbHUX 3Mi0HOCTE i MOXKJIMBOCTEH.
Busnaueni: 3arpo3u, Moaenb, IPpUHLMIIN, MiACUCTE-
MU Ta eJeMEHTH opraHisalii 0e3rmeuHoro iHdopma-
LiAHO-OCBITHBOTO CepedoBUIla, 110 3a0e3MeuyloTh
e(PEeKTUBHICTh CUCTEMHOTIO MiAX0Ay SIK OCHOBU KOH-
CTPYIOBaHHSI HaBYaJbHOIO Mpoliecy y MpodeciiiHii
MiAroTOBII MaiiOyTHIX (paxiBIIiB.

IIpakTuyHa 3HaunMicTh. CHopMyIbOBaHi MOJIO-
JKEHHS Ta TPaKTU4YHI peKOMeHallil sl opraHi3aitii
0e3MneyHoro iHpopMaLiiiHO-OCBITHLOIO CepenoBUILIA
y BH3 MoXyTh OyTH BUKOPUCTAHi B OCBITHBOMY MPO-
neci BH3 i B cucremi minBuieHHs KBamidikariii
(TpocbeciitHOl TTepeITiArOTOBKI) MPalliBHUKIB OCBITH.

KoiouoBi ciioBa: 6ezneune inghopmauiiino-oceim-
He cepedosuuie, iHopmamuszayis oceimu, iH@DOp-
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Mmauyitina b6e3nexa, oceimui npogpecitini opeanizauyii,
npogheciiina oceima, cucmemHuil nioxio, 3aepo3u iH-
dopmauyitiniit 6ezneuyi

Ileab. Opranuszauus 6e30macHON MHGOpPMAaLI-
OHHO-00Opa3oBarelibHOM cpenbl BY3a myrem nmpume-
HEHUEe CUCTeMHOTO IToAXo/a.

Metoauka. WM3yyeHue u HaydyHO-TEOpeTUYE-
CKMIA aHaJIU3 JUTepaTyphl MO UcClIeayeMoit pobJie-
Me, TMPaKCUMETPUUYECKUId METOI, MOIeIMpOBaHUE,
uccaenoBaHue U 060061eHre 2GHeKTUBHOIO OMbITa
MMPUMEHEHUST CUCTEMHOTO TTOAX0Ja B 00pa3oBaTesib-
HBIX TTPO(eCCUOHATBHBIX OPTaHU3ALINSIX.

PesynsraTel. Co3znanue Ge3omnacHoli mHbopMa-
IIMOHHOM Cpempl B 00pa3oBaTeIbHOI ITpodeccro-
HaJIbHOM OpraHM3allii SIBJISIETCS] HEOOXOMMMBIM yC-
JIOBUEM obecIieueHUsI KoOM(MOPTHOI ITpodeccoHab-
HOW MOATOTOBKM OyIyIIMX CrielMaJnucToB B BY3e.

Hayuynass HOBHM3HA. YTOYHEHO MOHSTHE ,,0€30-
nacHasg HWH(GOpPMallMOHHO-0OOpa3oBaTelbHasl cpena
BY3a“, nonumaemast Kak M”HGOpMaIlMOHHO-00pa30-
BaTeJIbHasI cpena, JOMOJIHEHHAsI arnapaTHbIMU, IPO-
rPaMMHBIMM U OpPTraHU3alIMOHHBIMU CPEICTBAMH,
crocobaMM 3alIUTEl OT HETaTUBHON WHQOpPMAIINH,
KOTOpasi obecrieuuBaeT O€30MacHOCTh W 3allUuTy
JIMYHON MHOOPMAIIMOHHOM Cpedbl BCeX CYOBEKTOB
00pa30BaTeIbHOTO TIpoIlecca B IIEISIX CO3MaHUS yC-
JIOBU# IJIST TIOJTHOIICHHOTO Pa3BUTUS M PeaM3allin
UX WHIWBUOYAJBHBIX CIIOCOOHOCTEHT M BO3MOXHO-
creit. OmpenelneHbl: yrpo3bl, MONEIb, IPUHIIUIIBI,
MOACUCTEMBI 1 3JIEMEHTBI OpraHu3alu Oe30ITacHOM
MH(OpMaILIMOHHO-00pa30BaTe/IbHO cpelibl, 00ecre-
yuBatoime 3¢hdOEKTUBHOCTh CHUCTEMHOIO IOAXO0Ia
KaK OCHOBBI KOHCTPYMPOBaHMSI y4eOHOTO Tpoliecca
B ITpoheCCUOHAIBHOI TTOATOTOBKE OYMYIIUX CITeI-
aJIMCTOB.

IIpakTnueckas 3Hauumoctb. ChopmynrpoBaH-
HBIC TTOJIOXKEHMS Y TIPAKTUIECKIE PEKOMEHIAITAN JUTST
opraHuzauuu 0Oe3ornacHoit MHMOpPMaLIMOHHO-00pa-
30BaTeIbHOM cpenbl B BY3e MoryT OBITh MCTIOTB30Ba-
HBI B 0Opa3oBaTeabHOM Ipoliecce BY3a u B cucteme
MOBBIIEHUST KBalMdukamuu (mpodeccuoHaaIbHOU
MEepPenoAroToBK1) paboOTHMKOB 00Opa30oBaHUsl.

KiroueBble ciioBa: 6e3onacHas UHGoOpmMayuoHHO-
obpazoeamenvHas cpeda, UHpopmamusayus oopa-
306aHUs, UHDOPMAUUOHHASL OE30NACHOCMb, 00PaA30-
eamenvHbvle NPODeccUOHANbHbIE OP2aAHU3AUUU, NPO-
geccuoranrvHoe obpazosarue, CUCMEeMHbLI NO0X00,
Yepo3vl UHGOPMAUUOHHOU OE30NACHOCMU

Pexomendosarno 0o nybaikauyii dokm. mexH.

nayk C. 1. Jloeeunosum. Jlama HaoxooxceHHs1 pyKo-
nucy 22.08. 15.
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